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Introduction

In 2026, vendors are adopting hybrid mesh network security to unify firewalls, SASE, and cloud
security under a single policy framework, simplifying management across distributed
environments while maintaining consistent, high-level protection. To assess these capabilities,
Check Point engaged Miercom to independently evaluate Cisco, Fortinet, Palo Alto Networks, and
Zscaler across security effectiveness, user experience, and risk exposure using realistic web,
phishing, and application-layer threat simulations with all security services enabled. Each product
was configured according to the vendor’s best practices.

Hybrid Mesh Network Security Testing Summary Results

The grid summarizes results across all tests. Vendors are positioned by security effectiveness and
weighted secure browsing speed, with color indicating risk exposure based on CISA Known
Exploited Vulnerabilities (KEVs) associated with each vendor.
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Hybrid Mesh Network Security Testing Summary

X Palo Alto . .
Test Case Check Point Fortinet Zscaler Cisco
Networks
Security Effectiveness 99.79% 84.4% 83.53% 79.16% 63.52%
Weighted Secure 95 5.5 25 4 6.5
Browsing Speed
Low Risk Very High Risk Very High Risk
i N/A
Risk Exposure 1CVE 13 CVEs 24 CVEs / 30 CVEs
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Malware Prevention

Testing evaluated malware prevention using samples observed within the previous 24 hours

across vendors’ SSE/SASE (FWaaS) and next-generation firewall capabilities.
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Malicious Phishing URLs Prevention and Detection

Testing measured protection against recently discovered, Al-driven phishing URLs, with missed

URLs (lower is better) indicating gaps in real-time detection across vendors’ SSE/SASE (FWaa$)

and next-generation firewall capabilities.
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Intrusion Prevention System (IPS) Efficacy

Testing evaluated the ability to detect and block exploit traffic using BreakingPoint, across CVEs
(Critical, High, Medium) since 2017 and CISA Known Exploited Vulnerabilities (KEV) datasets.
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ALL CVEs: This chart shows how effectively each vendor blocks BreakingPoint exploits at High and Critical
threat levels since 2017.
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CISA KEVs: This chart shows how effectively each vendor blocks BreakingPoint exploits mapped to
vulnerabilities listed in the CISA Known Exploited Vulnerabilities (KEV) catalogue.
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Risk Exposure

Risk exposure is based on the number of vulnerabilities associated with each vendor’s products

listed in CISA’s Known Exploited Vulnerabilities (KEV) Catalog, reflecting real-world exploitation.

Results should be interpreted in context of factors such as product breadth and market presence.

CISA Known Exploited Vulnerabilities (KEV) Catalog
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Weighted Secure Browsing Speed

Performance was evaluated across SSE/SASE deployments using connection speed tests and file

download simulations (10MB and 1MB files) from SharePoint, measuring user experience.

Speed and File Download Tests

Check Point Average
Speed Test 1.15Gbps
10MB xlsx / 1MB docx File Downloads 74.9 / 7.07sec
Palo Alto Networks Average
Speed Test 491Mbps
10MB xlsx / 1MB docx File Downloads 283 / 20sec
Fortinet Average
Speed Test 72Mbps
10MB xlsx / 1MB docx File Downloads 511/ 18.7sec
Cisco Average
Speed Test 503Mbps
10MB xlsx / 1MB docx File Downloads 377.2 / 3.1ec
Zscaler Average
Speed Test 559Mbps
10MB xlsx / 1MB docx File Downloads 132.7 / 20.6sec

Want to learn more?
Download the in-depth report
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https://miercom.com/check-point-hybrid-mesh-network-security/
https://miercom.com/check-point-hybrid-mesh-network-security/

About Miercom

Miercom has published hundreds of network product analyses in leading trade periodicals and other
publications. Miercom's reputation as the leading, independent product test center is undisputed.

Private test services available from Miercom include competitive product analyses, as well as
individual product evaluations. Miercom features comprehensive certification and test programs
including Certified Interoperable™, Certified Reliable™, Certified Secure™ and Certified Green™.
Products may also be evaluated under the Performance Verified™ program, the industry’s most
thorough and trusted assessment for product usability and performance.

Use of This Report

Every effort was made to ensure the accuracy of the data contained in this report, but errors and/or
oversights can occur. The information documented in this report may also rely on various test tools,
the accuracy of which is beyond our control. Furthermore, the document relies on certain
representations by the vendors that were reasonably verified by Miercom but beyond our control to
verify 100 percent certainty.

This document is provided “as is,” by Miercom and gives no warranty, representation, or undertaking,
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the
accuracy, completeness, usefulness, or suitability of any information contained in this report.

All trademarks used in the document are owned by their respective owners. You agree not to use any
trademark in or as the whole or part of your own trademarks in connection with any activities,
products or services which are not ours, or in a manner which may be confusing, misleading, or
deceptive or in a manner that disparages us or our information, projects or developments.

Miercom's Fair Test Policy allows for any vendor evaluated to challenge or retest these results in
accordance with Miercom Terms of Use Agreement if there are any disagreements in our findings
presented here.

Miercom did not acquire products for this review, nor has Miercom agreed to any vendor’s End User
License Agreement (EULA) or any other overly restrictive agreements that limit free press, product
evaluations, editorial works, or publishing product reviews. We believe in providing accurate
information to assist customers make informed purchasing decisions.

By downloading, circulating, or using this report in any way you agree to Miercom's Terms of Use.
For full disclosure of Miercom’s terms, visit: https://miercom.com/tou.

© 2026 Miercom. All Rights reserved. No part of this publication may be reproduced, photocopied, stored on a retrieval system, or transmitted without
the express written consent of the authors. Please email reviews@miercom.com for additional information.
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