erc

Cisco Security Service Edge

Security Service Edge Assessment

Q2 2024

In the first quarter of 2024 Miercom conducted an
independent industry wide study on Security Service Edge
products. Cisco Systems submitted their Security Service
Edge Solution for evaluation.
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This report is a synopsis of Cisco’s capabilities in Security
Service Edge for positive impact on identifying and
preventing malware, malicious websites and cyber security
threats compared to competitors in the study.

The Miercom Market Impact Analysis™ Grid on the right

shows security efficacy ratings by products reviewed on the
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vertical (y-axis) compared to the user experience (x-axis) for
the effectiveness for deploying and managing the solution.
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Cisco Secure Access SSE Key Findings:

No observed performance issues with Microsoft 365, Google Workspace

“x" (95.1%), “y” (96.6%), and “z” (91.4%)

Malicious URL Blocking: 98% after 24 hours

False Positives: Only two instances out of over 100K samples

DNS Tunneling: Successfully thwarted all attempts

DNS Performance: Class-leading 26 millisecond average lookup time
Generative Al Security: effective DLP protection for major Al platforms

Single manager with integrated app and internet access policies; single client for integrated ZTNA and VPN function

Superior malware detection and blocking (99.7%) compared to other leading vendors:
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Cisco Secure Access, outperforming
all vendors evaluated, achieved a
99.7% in malware detection efficacy,
blocking a wide range of exploit
types. The solution was configured,
per Cisco recommendation, using
the Maximum Detection IPS setting.
As noted in detail in the full report,
only two false positive instances
(benign file blocked erroneously)
occurred in Maximum Detection
mode during testing. A malware
detection rate of 100% was achieved
in zero-day malware testing.
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Security Efficacy

Malware Protection: Cisco Secure Access achieved a 99.7% overall malware detection efficacy rate, outperforming
vendors “x", “y", and “z".

Malicious URL Protection: 81% initial block rate for newly discovered phishing URLs, improving to 98% after 24 hours
using behavioral defense methods.

DNS Tunneling Detection: 100% effective in blocking attempted DNS Tunneling exploits.

Evasion Performance: Blocked 98.4% of all obfuscated exploits and 100% of evasive malware tests.

User Experience and Management

Zero Trust Network Access Differentiation: integrated ZTNA and VPNaaS capability, with a transparent end-user
experience.

Unified Policy: Supports common and unified policies for internet security and secure application access via an integrated
management interface.

Digital Experience Monitoring: Secure Access feature Experience Insights, its Digital Experience Monitoring (DEM)
capability, powered by Cisco ThousandEyes, integrated into the unified SSE dashboard without additional licensing.

Cisco Security Service Edge Test Summary

Evaluation Criteria
Rating

Malware Protection Efficacy- Cisco SSE proved 96.3% Malware detection efficacy rate but often leaves artifact files (0
Kb) once the sample is detected / blocked.

Malicious URL Protection- Cisco demonstrated 81% initial block rate for malicious URLs. Further testing improved
detection to 98% upon allowing behavioral methods.

False Positive Testing- Cisco Security Service Edge Solution had no instances of false positive detections observed.

Control of Al Chatbots- Cisco SSE successfully blocked and provided DLP inspection protection for 2 of the 3 ChatBots.

ML DNS Tunneling Detection- Cisco SSE was successful in blocking DNS Tunneling exploits involving data exfiltration.

Circumvention & Evasion- Cisco SSE blocked 98.4% of all obfuscated exploits and blocked all evasive malware tests. n
However, missed 14 malicious URLs when a circumvention VM was applied.

Digital Experience Monitoring- Miercom observed Cisco SSE fully supporting Digital Experience Monitoring, supported

by ThousandEyes.

Common & Unified Policies- Cisco proved their solution is very capable of supporting common and unified policies.

Unique Identifiers- Cisco confirmed 1,200 unique identifiers for traffic types that can be controlled for Security and DLP
monitoring purposes.

MS365 & GWP Functional Performance- Miercom observed no issues with Cisco SSE while using MS MS365 with Google
Workspace.

Based on our findings, Cisco SSE’s superior protection against
malware, malicious URLs, DNS tunneling, false positive detection
efficacy, and Al Chat Bot security and control, has earned it the
Miercom Certified Secure award for proven security efficacy.
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