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1.0  Executive Summary 
This is an independent review of the Cisco Catalyst 9400 series switches with C9400-SUP2/2XL 

supervisor cards. These supervisor models provide enhanced features and scale to meet the ever-

changing network connectivity demands. 

The Cisco Catalyst 9400 Series represent the next generation of enterprise-class modular access 

switches, designed to meet the demands of modern digital organizations. These switches provide 

advanced capabilities, including full-stack programmability, security, and extended IoT applications. 

With its high density and modular design, Catalyst 9400 Series is engineered to deliver unparalleled 

performance, scalability, and resilience, making it an ideal choice for large-scale deployments. 

Key Findings: 

• High-Performance Switching: The Cisco Catalyst C9400X-SUP2XL delivers up to 4.8 Tbps of 

switching capacity, ensuring efficient data processing in complex network environments. In a 

10-slot configuration, it supports up to 384 ports of 10G, 96 40G ports or 32 100G ports 

across the line cards and two supervisor-2 uplinks (4x100gig/40gig + 4x25gig/10gig), 

providing improved scalability and flexibility as network demands grow. 

• Security Enhancements: Equipped with Cisco TrustSec and MACsec encryption, the Catalyst 

9400 Series provides comprehensive security across the network. Advanced features like 

Encrypted Traffic Analytics (ETA) identify malware in encrypted traffic without decryption. 

With C9400X-SUP2/2XL, these switches support up to 300G of high-speed Layer 3 encryption 

(IPsec), enabling secure data transport. 

• Programmability and Automation: Supporting Cisco Intent-Based Networking (IBN), the 

Cisco Catalyst 9400 Series is fully programmable via APIs and managed through Cisco 

Catalyst Center. This centralized platform streamlines network automation, policy 

management, and assurance, significantly reducing operational complexity and enhancing 

network agility. 

• Enhanced Resilience: Built for high availability, the Catalyst 9400 Series includes redundant, 

field-replaceable power supplies and fans, along with In-Service Software Upgrades (ISSU) to 

minimize downtime during maintenance and upgrades. 

• Future-Proof Investment: With integrated software and hardware high availability features 

and faster power recovery modes, the Catalyst 9400 Series supports the latest 

advancements such as 802.3bt Power over Ethernet (PoE), delivering up to 90W per port. 

This makes it ideal for powering modern IT, OT and IoT devices, including high-definition 

cameras, wireless access points, smart lighting and shades. 
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Miercom independently observed the performance of the 

Cisco Catalyst 9400X Series and awards the Miercom 

Performance Verified certification in recognition of its 

proven superior performance for the C9400X-SUP2/2XL. 

Cisco’s Catalyst 9400 chassis with C9400X-SUP2/2XL 

achieved or exceeded all advertised throughput, 

scalability and security specifications without incident, 

instability or errors. 

 

 

Robert Smithers 

CEO, Miercom  
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2.0  Products Tested 

The Cisco Catalyst 9400 Series is a modular switch designed for enterprise networking. Recently, the 

second-generation supervisor, C9400X-SUP2/2XL, was introduced to expand the features and 

scalability of the switch. These newer Supervisors offer port speeds up to 100G, flexible port 

configurations and interfaces, options like RJ45, SFP, SFP+, SFP28, and QSFP28. It also has up to 480G 

bandwidth per slot, 300G Layer 3 encryption, and line-rate MACsec. Cisco Catalyst 9400 Series with 

C9400X-SUP2/2XL includes high-performance networking and high resilient features including 

Perpetual PoE and titanium power supplies (Titanium PS), adhering to the latest environmental 

standards. The C9400X-SUP2/2XL support templates to customize Layer 2, Layer 3 and security 

hardware resources, giving customers the flexibility to deploy the hardware resources based on the 

position of the switch in the network. Catalyst 94000 series switches with C9400X-SUP2/2XL support 

different Network interface Speeds range from 1G to 100G, with 36MB buffers per ASIC. 

Catalyst 9400 Supervisor Engine 2 (C9400X-SUP2/2XL) 

The C9400X-SUP2/2XL supervisor engine on Catalyst 9400 delivers a switching capacity of up to 4.8 

Tbps per chassis and 480 Gbps per slot. It operates on the Cisco IOS XE software version 17.7.1 or 

higher and features the Unified Access Data Plane (UADP) 3.0sec ASIC, providing fast and efficient 

data processing. The C9400X-SUP2/2XL is equipped with four non-blocking 100/40G Ethernet uplinks 

and supports up to 388 ports of non-blocking 10G speed with SFP+ ports, which includes 4 uplinks 

on the supervisor and 384 10G ports with line cards. SUP2XL also supports up to 160 ports of SFP28-

25G Ethernet ports. With full 90W UPOE+ capabilities on the C9400-LC-48HX model, it ensures ample 

power delivery for dense Wi-Fi 6/6E and Wi-Fi 7 APs and other high-performance endpoints.  

 

 

 

 

 

 

 

Along with increased speeds, scale, C9400X-SUP2/2XL also provides new capabilities like Perpetual 

PoE to keep powering the PoE end point during failures or upgrades even with a single supervisor. 

  

Cisco Catalyst C9400X-SUP2/2XL 
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3.0  How We Did It 

Real-world environments were simulated to accurately assess product performance. The C9400X-

SUP2/2XL was evaluated using Spirent Test Center, generating bidirectional traffic across 100G, 40G, 

and 10G ports, with each corresponding port on the Device Under Test (DUT). 

Traffic consisted of the following packet sizes: 

• 64,128, 256, 512, 1024, 1280, 1518, 9216, IMIX 

• IMIX traffic (IPv4/IPv6/Multicast): 200, 256, 1024, 1518, 9216 (20% for each frame size) 

RFC 2544/3918 Performance Test Coverage: 

Layer 2, Layer 3 Ipv4/Ipv6 Unicast, Ipv4/Ipv6 Multicast 

Test Topology: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Test Equipment 

Hardware/Software Version 

C9400CX-SUP2/2XL 

Catalyst Center 

Spirent Test Center 

17.12.2/17.14.1 

2.3.7.9 

5.41 

Test Equipment: 
• Cisco Catalyst 9404/9407/9410 with 

C9400X-SUP2/2XL supervisor 

• Spirent Test Center 
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4.0  Full Chassis Capacity Test with SUP2/2XL 
Performance was tested using Spirent SPT-N12U and RFC 2544 for throughput and latency 

benchmarks and RFC 3918 for multicast. All ports were configured for Layer 2 and Layer 3 traffic. 

The Cisco Catalyst 9400 Series, with C9400X-SUP2/2XL supervisors (4x100GE ports) and 48x 10GE 

line cards were fully loaded with traffic. Tests were run with Frame sizes ranging from 64 to 9216 

bytes, including IMIX, and each test ran for 120 seconds per frame size with Learning options 

enabled, adding a two-second delay at 1,000 fps and was repeated five times. 

The goal was to determine the maximum rate the Device Under Test (DUT) could process without 

frame loss. The DUT was stress-tested with varying loads across all line cards, including Layer2, 

Layer 3 (IPv4, IPv6) and multicast (IPv4, IPv6). Spirent Test Center forwarded traffic to each 

connected port at full capacity. The DUT achieved full line rate performance, successfully processing 

100% of the traffic, such as 10GE ports handling 10 Gbps. Throughput was recorded as the highest 

percentage of the theoretical line rate, demonstrating the switch’s ability to efficiently handle high 

traffic volumes. 
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C9400X-SUP2/2XL Layer 2 Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

C9400X-SUP2/2XL IPv4 Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

  

Above is the layer 2 throughput performance across different frame sizes (64 to 9216) for the C9410, C9407, and 

C9404 chassis.  

Above we see the IPv4 throughput performance across frame sizes for the C9410, C9407, and C9404 chassis. 
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C9400X-SUP2/2XL IPv6 Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 
Above we see the IPv6 throughput performance across frame sizes for the C9410, C9407, and C9404 chassis. 
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5.0 480G Line Card Performance with C9400X-SUP2/2XL 
With C9400X-SUP2/2XL, all 9400 chassis models (9404/9407/9410) can now achieve 480Gbps line 

rate per slot. Performance testing was conducted on different line cards, including the C9400-LC-

48HX, C9400-LC-48XS and C9400-LC-12QC, to evaluate throughput, latency and packet forwarding 

capabilities in high-traffic environments. Using the Spirent test tool, traffic was generated with frame 

sizes from 64B to 9216B, with each size tested for 120 seconds to assess sustained performance. A 

C9410 chassis was used as the test setup to represent typical network deployment scenarios. 

Latency was measured in microseconds as the time difference between packet transmission and 

reception, while packet forwarding was tested at increasing rates to determine the maximum 

throughput each line card could handle without loss. Scalability was assessed by simulating different 

traffic loads, including unicast and multicast, as well as IPv4 and IPv6 routing configurations. 

5.1  C9400-LC-48HX Performance 

 

 

 

 

 

 

 

 

 

 

 

 

  

C9400X-SUP2/2XL with C9400-LC-48HX Test Topology 

 

 

 

 

 

 

 

 

 

 

 

 
Speed Ports x speed = Total BW Uplinks BW per slot 

10 Gbps 48 x 8 = 384 None 480 Gbps 

 

DUT: 

10 slot-chassis (9410) 

1x C9400X-SUP2/2XL 

8x C9400-LC-48HX 

Test Tool: 

Spirent 
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Layer 2 Line Rate Performance Throughput 

 

 

 

 

Layer 2 Line Rate Performance Latency 
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The C9400-LC-48HX delivers full line rate from frame sizes 128B to 9216B delivering 480G. 

The C9400-LC-48HX demonstrated consistent latency around ~6μs across the spectrum of frame sizes with full 

480G load. 
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Layer 3 IPv4 Unicast Performance Throughput 

 

 

 

 

  

 

 

 

 

 

 

 

 

Layer 3 IPv4 Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48HX demonstrated consistent latency of approximately 6μs across the range of frame sizes under a 

full 480G load. 
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Avg Latency 6.815 6.497 6.615 6.538 6.879 6.863 7.513 12.489 8.532

Max Latency 6.95 6.61 6.76 6.73 7.08 7.2 7.92 16.57 9.39
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The C9400-LC-48HX delivers full line rate from frame sizes 128B to 9216B. 
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Layer 3 IPv4 Multicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv4 Multicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48HX demonstrated consistent latency of up to 7μs across the spectrum of frame sizes. 

The C9400-LC-48HX delivers full line rate from frame sizes 86B to 9216B and IMIX. 
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Layer 3 IPv6 Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Unicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48HX delivers full line rate from 128B to 9216B frames and IMIX. 
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The C9400-LC-48HX demonstrated an average latency of 9.6μs across the spectrum of frame sizes. 
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Layer 3 IPv6 Multicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Multicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48HX delivers full line rate from 86B to 9216B frames. 
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The C9400-LC-48HX demonstrated an average join latency of 9μs across the spectrum of frame sizes. 
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5.2  C9400-LC-48XS Performance 

 

 

 

 

 

 

 

 

 

 

 

 

  

Speed Ports x speed = Total BW Uplinks BW per slot 

10 Gbps 48 x 10 = 480G None 480 Gbps 

C9400X Test Topology 

 

 

 

 

 

 

 

 

 

 

 

 
 

DUT: 

10 slot-chassis (C9410) 

1x C9400X-SUP2/2XL 

1x C9400-LC-48XS 

Test Tool: 

Spirent 



 

Cisco Catalyst C9400X-SUP2/2XL 17 DR240415E 

Copyright ©2024 Miercom  24 December 2024 

Layer 2 Line Rate Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 2 Line Rate Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48XS delivers full line rate from 128B to 9216B frames and IMIX 200. 
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The C9400-LC-48XS demonstrated an average latency of 7.5μs across the spectrum of frame sizes. 
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Layer 3 IPv4  Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv4  Unicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

  

The Cisco Catalyst C9400-LC-48XS delivers full line rate from 128B to 9216B frames 
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The C9400-LC-48XS demonstrated an average latency of 7.6μs across the spectrum of frame sizes. 
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Layer 3 IPv4 Multicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv4 Multicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48XS delivers full line rate from 200B to 9216B frames and IMIX. 
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The C9400-LC-48XS demonstrated an average latency of 7.7μs across the spectrum of frame sizes. 
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Layer 3 IPv6 Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Unicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

  

0

10

20

30

40

50

60

70

80

90

100

78 128 200 256 512 1024 1518 9216 IMIX

Th
ro

u
gh

p
u

t
(%

 L
in

e 
R

at
e)

Frame Size (Bytes)

C9400-LC-48XS with C9400X-SUP2XL 
Line Card IPv6 Unicast Throughput

The C9400-LC-48XS delivers full line rate from 128B to 9216B frames and IMIX. 

The C9400-LC-48XS demonstrated an average latency of 7.6μs across the spectrum of frame sizes. 
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Max Latency 6.74 6.56 6.69 6.67 7.08 7.17 7.91 18.5 6.74
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Layer 3 IPv6 Multicast Performance Throughput 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Multicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-48XS delivers full line rate from 200B to 9216B frames and IMIX. 
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The C9400-LC-48XS demonstrated an average latency of 7.7μs across the spectrum of frame sizes. 
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5.3  C9400-LC-12QC Performance 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Speed Ports x speed = Total BW Uplinks BW per slot 

40/100 Gbps 12 x 40 = 480G None 480 Gbps 

C9400X Test Topology 

 

 

 

 

 

 

 

 

 

 

 

 
 

DUT: 

10 slot-chassis 

1x C9400X-SUP2/2XL 

1x C9400-LC-12QC 

Test Tool: 

Spirent 
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Layer 2 Line Rate Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 2 Line Rate Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-12QC throughput results across different frame sizes. 
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The C9400-LC-12QC demonstrated an average latency of 7.5μs across the spectrum of frame sizes. 
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Min Latency 6 6.08 6.12 6.12 6.16 6.11 6.09 7.3 6.14

Avg Latency 6.1 6.51 6.268 6.256 6.286 6.272 6.283 8.333 6.633

Max Latency 6 6.01 6.42 6.37 6.4 6.38 6.41 8.66 6.79
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Layer 3 IPv4 Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv4 Unicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

  

The Cisco Catalyst C9400-LC-12QC delivers full line rate from 200B to 9216B frames 
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The C9400-LC-12QC demonstrated an average latency of 7.5μs across the spectrum of frame sizes. 
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Min Latency 6.5 6.57 6.63 6.64 6.67 6.65 6.63 8.18 6.63

Avg Latency 6.925 6.829 6.821 6.754 6.796 6.801 6.819 8.939 7.22

Max Latency 9 8 7.44 6.85 6.9 6.94 7.06 9.59 7.7

0

2

4

6

8

10

12

La
te

n
cy

 (
u

s)

Frame Size (Bytes)

C9400-LC-12QC  with C9400X-SUP2XL
Line Card IPv4 Unicast Latency



 

Cisco Catalyst C9400X-SUP2/2XL 25 DR240415E 

Copyright ©2024 Miercom  24 December 2024 

Layer 3 IPv4 Multicast Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv4 Multicast Latency 

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-12QC delivers full line rate from 200B to 9216B frames and IMIX. 
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The C9400-LC-12QC demonstrated an average latency of 7.7μs across the spectrum of frame sizes. 
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Min Latency 6.57 6.6 6.65 6.65 6.7 6.68 6.64 8.05 6.65

Avg Latency 6.709 6.692 6.752 6.749 6.81 6.831 6.868 9.126 7.1
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Layer 3 IPv6 Unicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Unicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400-LC-12QC delivers full line rate from 200B to 9216B frames and IMIX 200. The minimum frame is 200B 

for IMIX and IMIX200. 
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The C9400-LC-12QC demonstrated an average latency of 7.6μs across the spectrum of frame sizes. 

78 128 200 256 512 1024 1518 9216 IMIX

Min Latency 6.48 6.51 6.6 6.59 6.67 6.62 6.61 8.06 6.06

Avg Latency 6.713 6.712 6.776 6.751 6.823 6.852 6.9 9.403 6.49

Max Latency 8.25 6.96 7.1 6.85 6.95 7 7.06 9.77 6.67
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Layer 3 IPv6 Multicast Performance Throughput 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Layer 3 IPv6 Multicast Performance Latency 

 

 

 

 

 

 

 

 

 

 

 

 

  The C9400-LC-12QC demonstrated an average latency of 7.7μs across the spectrum of frame sizes. 

86 128 200 256 512 1024 1518 9216 IMIX

Min Latency 6.59 6.59 6.66 6.66 6.71 6.66 6.66 8.05 6.63

Avg Latency 6.704 6.697 6.755 6.753 6.813 6.835 6.872 9.13 7.076

Max Latency 6.77 6.77 6.82 6.81 6.88 6.92 6.99 9.48 7.27
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C9400-LC-12QC with C9400X-SUP2XL 
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The C9400-LC-12QC delivers full line rate across different frame sizes and IMIX. 
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6.0  Security and Encryption Throughput 

6.1  IPsec Throughput 

Test Setup 

 

Two Cisco Catalyst 9410 chassis were connected back-to-back using 3x100 gigabit links. 9400-LC-

12QC line card was used to get the required port density to the Spirent test center and uplinks. 

Specifically, ports 10, 11 and 12 are configured for back-to-back connectivity between 2x9410 

chassis. The Spirent 100 gig ports are connected to the remaining ports on both chassis. Three IPsec 

tunnels were created between the two 9410 chassis, each IPsec tunnel traversing one 100G uplink 

port, thus utilizing all 300G of uplink bandwidth. Multiple endpoints were simulated on the Spirent 

chassis terminating on 3 different VLANs on 9410’s. Traffic on the 9410’s was redirected into each of 

these tunnels. With this, we observed that 9410 switches were able to deliver up to 300 Gbps of 

IPsec throughput. 

Note : The data represented in the graph reflects the end user traffic prior to IPsec encapsulation 

which does not include the IPsec overhead. With the overheads, the link utilization is 100% the 3x 

100G interfaces between the two C9410 in the above diagram. 
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C9400X-SUP2/2XL IPsec IPv4 Performance Throughput  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

C9400X-SUP2/2XL IPsec IPv6 Performance Throughput  

 

 

 

 

 

 

 

 

 

 

 

 

  

The C9400X-SUP2/XL passed the IPSec IPv4 throughput test for all frames. The chart shows throughput from end 

devices prior to the IPsec encapsulation. With overhead added, the device passed 300G of IPSec traffic.  
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The C9400X-SUP2/XL passed the IPSec IPv6 throughput test for all frames. The chart shows throughput from end 

devices prior to the IPsec encapsulation. With overhead added, the device passed 300G of IPSec traffic.  
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7.0  Scale Tests with Custom SDM Template 

The Cisco Catalyst 9400 Series with C9400X-SUP2/2XL offers the flexibility to customize system 

hardware resources through its Custom SDM (Switch Database Management) Template, allowing 

network administrator to allocate TCAM and FIB resources to fit specific deployment needs. During 

our scale tests, we leveraged the custom SDM templates to evaluate the maximum FIB (Forwarding 

Information Base) and MAC address scale capabilities of the C9400X. These tests were designed to 

assess the device’s ability to manage large routing and switching tables under high-demand network 

conditions. By configuring the template to maximize the FIB and MAC capacity, we measured the 

switch’s performance at handling a high number of route and MAC entries, ensuring scalability 

without compromising network efficiency or performance. 

7.1  FIB Scale with Custom SDM Template 

Test Setup 

A Custom SDM template was configured on the C9400X via CLI with a max scale of 256K IPv4 and 

IPv6 routes. A BGP neighborship with the Spirent test tool was created to push down the IPv4 and 

IPv6 addresses to test the max IPv4 and IPv6 scale. 

A custom SDM template was configured on the C9400X via CLI to increase the route scale to 256K. 

Below is the snapshot prior to advertising any prefixes.  

 

 

 

 

 

 

Observation 

To test the maximum routing scale, we injected maximum IPv4 addresses via the Spirent test center. 

We could see 260K IPv4 addresses successfully programmed in the TCAM. 
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To test the maximum IPv6 scale, we injected maximum IPv6 addresses via Spirent Test Center. We 

observed the device was able to learn and program 256K entries without any issues.  
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The C9400X-SUP2/2XL exceeded 256k IPv4 scale when using custom SDM templates.  

The C9400X-SUP2XL exceeded 256k IPv6 scale when using custom SDM templates. 
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7.2  MAC Scale with Custom SDM Template 

Test Setup 

A Custom SDM template was configured on the C9400X via CLI to scale up to 128K MAC entries. 

 

 

 

 

 

 

Observation 

To test the maximum MAC scale, we injected maximum MAC addresses using the Spirent Test 

Center. We observed the device successfully learnt 129K MAC addresses which were programmed 

into the TCAM. 
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8.0  High Availability 

High Available (HA) on the Cisco Catalyst 9400X Series is achieved through Stateful Switchover (SSO) 

and Non-Stop Forwarding (NSF) minimizing downtime and uninterrupted network services. These 

features provide seamless failovers between redundant supervisors, preserving packet forwarding 

and application availability during upgrades or unexpected failures, making the 9400X series ideal 

for mission-critical network environments. 

8.1  Stateful Switchover and Non-Stop Forwarding (NSO) 

This Cisco Catalyst C9400X-SUP2/2XL includes two key features for high availability: Stateful 

Switchover and Non-Stop Forwarding. SSO maintains state information between two redundant 

supervisors, allowing the standby to take over without rebooting, reducing downtime and 

maintaining session continuity. NSF complements SSO by keeping the forwarding plane active 

during switchovers, preventing packet loss and ensuring uninterrupted data flow, minimizing impact 

on network devices during failover. 

SSO Test topology with C9407R Dual Supervisors  

 

 

 

 

 

 

 

 

 

 

 

In this topology, a C9407R switch with dual SUP2/2XL supervisors was used. Endpoints were 

simulated using the Spirent test tool and were used to send traffic across the switch. The C9407R is 

uplinked to a Catalyst 9500 series switch, configured as a collapsed core. Spirent traffic was 

connected to a 10G port on one of the line cards (C9400-LC-48HX), while another Spirent port was 

connected to the collapsed core to simulate bidirectional traffic between the C9407 and C9500. 

BGP peering was established between the C9407 and the C9500 to advertise local routes and learn 

remote routes. The subnet connected to the C9500 switch was learned by C9407 using BGP. Traffic 

observation points were configured for both transmit and receive at a rate of 10,000 frames per 

second, with drop time measured in microseconds and drop count recorded. 
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Observation 

The test started with continuous traffic monitoring, confirming normal system function and no 

packet drops. A switchover was initiated activating the standby supervisor and reloading the 

primary. At this time of failover approximately 315 frames(~31.5 ms) were dropped indicating 

minimal impact. The traffic continued to flow without any issues after this. 

The observed data supports that the C9407’s SSO and NSF features effectively managed the failover 

scenario. Despite the switchover, traffic was maintained with minimal disruption, confirming the 

device’s capability to ensure continuous operation and uphold network reliability. 

C9410 SVL Test Setup 
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In the SVL test, we built a C9410R StackWise Virtual System using two 9410R chassis, each equipped 

with single C9400X-SUP2/2XL supervisor. A Catalyst C9500 was connected via Layer 3 port-channel 

downlinks, and a C9300 was connected via Layer 2 port-channel uplinks to C9410R SVL system. 

These MEC port-channels connections combine the two physical chassis into a singular logical 

system. The C9300 perceives the northbound C9410R as a single hop, forwarding traffic seamlessly 

across both uplinks to the destination connected to the C9600. 

This setup effectively tests failovers on the SVL system. If a chassis failure, supervisor switchover 

(active to standby), or uplink failure occurs, the MEC Layer 3 and Layer 2 uplinks continue to forward 

traffic uninterruptedly, maintaining continuous connectivity and traffic flow. 

Observation 

Traffic ran at 10,000 frames per second with monitoring set up to track packet drops and their 

duration. At the start of the test, switch 2 was in standby mode. After initiating the switchover, the 

standby switch seamlessly became active, with 633 frame drops recorded. 

 

 

 

 

 

 

 

 

 

 

 

This confirmed the system’s resiliency. Further analysis showed that the interruption, lasting 63 

milliseconds, resulted in approximately 633 dropped frames on a BGP-learned route.  
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8.2  In Service Software Upgrade (ISSU) 

The Cisco Catalyst 9400 with Supervisor 2/2XL supports In-Service Software Upgrade (ISSU), enabling 

upgrades without disrupting network connectivity. The ISSU upgrades the software image in two 

stages: first on the standby supervisor, then on the active supervisor, ensuring continuous 

forwarding traffic and minimal downtime during routine maintenance. 

Test Setup 

 

 

 

 

 

 

 

 

 

 

 

Using the same topology as the SSO and NSF test for the C9407, we initiated an ISSU from version 

17.12.1 to 17.12.3. The switch remained in service throughout the upgrade, maintaining both north-

south and east-west traffic flow without interruption. During the failover, there was minimal impact 

on endpoints and network traffic. Any observed impact was captured and analyzed during testing. 

Observation 
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Once ISSU is triggered the new software image was unbundled and pushed to the standby 

supervisor. Then the standby supervisor reload was auto triggered for software upgrade. When the 

standby supervisor reached the terminal redundancy state, an active to standby failover was 

triggered. After the failover the software installation began on the active supervisor. We observed 

the switchover from active to the standby supervisor with a traffic downtime of 32msec. After the 

active supervisor reloaded with the new software update, it remained as the standby supervisor. 
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9.0  PoE Resiliency and Assurance 
The Cisco Catalyst C9400X series provides UPOE+ power on all 384 ports, delivering up to 90W per 

port. With Cisco Catalyst Center Assurance, the platform provides insights on high-density power 

distribution and analytics for network planning. Key features like Perpetual PoE, PoE Port Priority, 

PoE Assurance, and Device 360 Assurance capabilities and enhancements were validated. 

9.1  Perpetual PoE 

Perpetual PoE ensures uninterrupted power to PoE capable end points during switch reboots or 

software upgrades. This is deemed critical for scenarios requiring uninterrupted operation to PoE 

powered endpoints in case of planned or unplanned switch maintenances. In deployments such as 

hospitals, where critical health monitoring systems such as IP cameras and emergency systems 

must remain operational, perpetual PoE ensures these critical devices stay powered on and data 

connection ready avoiding further delays and interruptions. 

Test Setup 

 

 

 

 

 

 

 

 

 

In the setup, a PoE powered smart LED light has been connected to C9407R with C9400X-SUP2/2XL 

supervisor and 9400-LC-48HX line card. The end point is powered via PoE power through the C9400-

LC-48HX line card. The same port provides data connectivity and powers the end point. The smart 

light is managed by a centralized controller software that is remote to this setup. Network 

connectivity and response times for smart LED light were confirmed by conducting ICMP ping tests. 

With the Perpetual PoE feature enabled, power to the PoE-enabled device should remain 

uninterrupted while C9407R is upgraded with In-Service Software Upgrade (ISSU) process. In a real-

world environment, this would ensure that critical infrastructure powered by POE such as sensors 

and environmental controls remain powered and functional during planned maintenance or 

upgrades for the C9400 switches. 
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Observation 

The C9400X was configured to 

enable perpetual PoE capabilities 

and allocated 30W of power on the 

port on the switch. The switch was 

then reloaded to observe the 

power to the endpoints connected 

to the line cards. 

Throughout the switch reload 

process, the PoE powered light 

continued to stay on. We ran a 

continuous ping test to the switch 

to confirm loss of data connectivity 

and uninterrupted PoE power. The 

PoE power to light remained on 

during the entirety of the regular 

reload cycle that took about fifteen 

minutes within bundled mode. 

9.2  PoE Port Priority 

PoE Port Priority ensures that critical end points continue to remain on during power outages that 

result in load-shedding. For example, in a corporate office with VoIP phones, wireless APs, and 

security cameras, PoE port priority can prioritize phones and cameras during power shortage, 

ensuring mission critical communication and security systems remain operational while other 

devices may lose power. 

Test Setup 

 

 

 

 

 

 

 

 

 

In this side by side, we see the switch reloading via the CLI while the 

PoE device maintains power, demonstrated by the light. During the 

test, the DUT was pinged to confirm loss of data but not loss of power. 
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This test is conducted on 9410R chassis with C9400X-SUP2/2XL supervisor and 9400-LC-48HX line 

card. A smart Power Distribution Unit (PDU) was introduced to provide AC power to the dual power 

supplies that are installed in the chassis with. The setup integrated two HA Power Supply Units (HA 

PSU) providing a stable output of 3200W each. When one of the HA power supply inputs shut down 

on smart PDU causing the DUT to lose 3200 Watts of power. The remaining 3200 Watts of power 

sourced by using PSU should be prioritized as configured and remain allocated to the system and 

high priority PoE ports according to the configuration. 

Observation 

Using the CLI we confirmed the maximum available power to the switch at 6400W with 4680W of 

those watts being allocated to the PoE power at line cards. PoE ports on these modules have their 

own power budget as well. In our evaluation, we observed a line card on the DUT with a power 

budget per port ranging from 30 – 90W. This allocated power is kept reserved from the entire pool 

for this specific port. 

Line cards ten and one—in that order, were top priority in receiving their allocated power before the 

remaining line cards, using a single interface configuration. After reducing the available power to the 

switch by half—from 6400W to 3200W we observed, via the CLI, the downscaling of the switch’s 

hardware to accommodate the prioritized ports based on the power available. 

 

With 3200W available for the switch, 

2690W was used for system power 

which includes 520W for both line cards 

one and ten; 1200W for two 

Supervisors; 270W for line card two, per 

the default setting, 420W for inline 

power. To avoid bottle necking, the 

allowable system maximum is 3100W. 

The switchports on the line card that do 

not have PoE power prioritization are 

denied power and prioritized ports 

continued to receive PoE power in this 

simulated power crunch. 

  
The highlighted modules are to remain operational and receive 

their regular allocated power. The CLI shows the Supervisor 

operating as well. The remaining power will be allocated 

according to the default settings. 



 

Cisco Catalyst C9400X-SUP2/2XL 41 DR240415E 

Copyright ©2024 Miercom  24 December 2024 

10.0  Smart Buildings Telemetry 

10.1  Device 360 Visibility with Streaming Telemetry 

The C9400X Series provide real-time insights into device health and performance with model driven 

streaming telemetry, this allows proactive monitoring and faster troubleshooting, giving network 

administrators a comprehensive view of the network for more efficient management. 

Device 360 Assurance 

Device 360 on Cisco Catalyst Center assurance offered detailed visibility and operational insights on 

C9400R and its connected  endpoints, enabling quicker issue resolution. In a large campus, IT 

administrators can leverage this visibility and monitor each device’s status in real-time, allowing for 

quicker identification and resolution of issues. 

Test Setup 

 

 

 

 

 

 

 

 

Streaming Telemetry was enabled on the C9400 switch with two centralized monitoring tools, one is 

Cisco Catalyst Center, and the other an open-source monitoring and analytics tool built with 

Telegraf-Influxdb-Grafana (TIG) stack. Both the dashboards are configured to provide visibility on 

switch health, system and each PoE port power consumption. In this setup we were monitoring PoE 

power consumed by the smart LED light. 
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Observation 

The Catalyst Center with a Device 360 dashboard displays switch health and operational insights on 

C9410 DUT which displays prioritized issues and linking events. 

The Device 360 dashboard was able to provide 100% visibility into the DUT to troubleshoot issues. 

The dashboard showed power consumption, PoE power issues or denials that may be occurring. 

 

 

 

 

 

 

 

 

 

 

  

The Device 360 dashboard displays metrics for monitoring the network health. The telemetry status 

shows a drop in the stream, which occurred during the switch reload for the perpetual PoE test. 
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PoE and Power Telemetry 

Catalyst 9400 switches with C9400X-SUP2/2XL support streaming telemetry and YANG data models 

for precise monitoring and management of system and PoE power usage across the network. In 

smart buildings with PoE endpoints, this capability allows building managers to track power 

consumption and environmental KPIs, automating power savings. This optimizes energy use while 

ensuring critical systems remain operational during power issues. 

Test Setup 

 

 

 

 

 

 

 

 

For the testing, C9407R with C9400X-SUP2/2XL was enabled for streaming telemetry and configured 

to stream to two different destinations. The streaming telemetry was sent to Catalyst Center and an 

open-source monitoring and analytics tool built for analytics of power usage for each port. This data 

should be visualized in this dedicated location with a UI. 

Observation 

 

 

 

 

 

 

 

 

 

 

The Catalyst Center has a dedicated interface for display PoE telemetry. Note the PoE Insights widget 

displaying the IEEE PD devices enabled for Perpetual PoE. These were the devices used during testing. 
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Yang data models are used to configure the type and frequency of telemetry sent to the Catalyst 

Center and Telegraf-Grafana Software  with a frequency of 5 minutes. This automated method is 

more efficient than using python scripts for data collection across the network. During onboarding, 

the Catalyst Center automatically provisioned these telemetry configurations on the switch. PoE 

metrics such as Operational State Distribution, Powered Device Distribution, Power Allocation, and 

Usage are displayed with data on the Catalyst Cetner PoE assurance dashboard, leveraging data 

from the Yang models. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Power Usage metrics are particularly useful because they display allocated and consumed 

power. A detailed view also showed PoE for system power consumption by device type. 

  

The Power Usage widget on the PoE Assurance dashboard is a visual representation of the 

data in the show power detail in the CLI. Note our DUT listed above. 
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Every effort was made to ensure the accuracy of the data contained in this report, but errors and/or 
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This document is provided “as is,” by Miercom and gives no warranty, representation, or 

undertaking, whether express or implied, and accepts no legal responsibility, whether direct or 

indirect, for the accuracy, completeness, usefulness, or suitability of any information contained in 

this report.  

All trademarks used in the document are owned by their respective owners. You agree not to use 

any trademark in or as the whole or part of your own trademarks in connection with any activities, 

products or services which are not ours, or in a manner which may be confusing, misleading, or 

deceptive or in a manner that disparages us or our information, projects or developments. 

Miercom’s Fair Test Policy allows for any vendor evaluated to challenge or retest these results in 

accordance with Miercom Terms of Use Agreement if there are any disagreements in our findings 

presented here. 

Miercom did not acquire products for this review, nor has Miercom agreed to any vendor’s End User 

License Agreement (EULA) or any other overly restrictive agreements that limit free press, product 

evaluations, editorial works, or publishing product reviews. We believe in providing accurate 

objective information to assist customers make informed purchasing decisions. 

By downloading, circulating, or using this report in any way you agree to Miercom’s Terms of Use. 

For full disclosure of Miercom’s terms, visit: https://miercom.com/tou.  
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