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Cloudflare commissioned Miercom to competitively examine the performance of their Zero 

Trust Network Access (ZTNA) and Remote Browser Isolation (RBI) products, in addition to 

Cloudflare’s underlying global network.  The competitive product included in this report is 

masked as “Vendor A”.  A competitive performance analysis was selected with distributed 

nodes throughout North America, South America, and other international locations.  In the 

observed testing, Cloudflare proved overall better ZTNA, and RBI performance compared to 

Vendor A.  In the context of the results, users will have a better experience connecting and 

authenticating applications protected by Cloudflare Access and a more responsive isolated 

browser tab due to Cloudflare’s global network performance. 

Cloudflare had a superior performance for both domestic and international ZTNA tests, and 

overall, for international RBI tests. 

● For all the locations, both domestic and international, Cloudflare was 42% better in 

ZTNA performance compared to Vendor A 

● Cloudflare proved 16% better average overall in ZTNA response time compared to 

Vendor A for domestic locations 

● Cloudflare was twice as fast on average in ZTNA response time compared to Vendor 

A for international locations 

● For all the locations, both domestic and international, Cloudflare was 42% better in 

RBI performance compared to Vendor A 

● Cloudflare was 49% better on average for RBI response time compared to Vendor A 

for international locations 
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https://www.cloudflare.com/products/zero-trust/access 

 

https://www.cloudflare.com/products/zero-trust/browser-isolation 

 

 

https://www.cloudflare.com/products/zero-trust/access
https://www.cloudflare.com/products/zero-trust/browser-isolation
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Zero Trust security is an IT security model that requires strict identity verification for every 

user and device trying to access internal resources, regardless of where the device is located.  

Essentially, Zero Trust demands that users never trust, and always verify, network requests, 

and implement micro-segmentation for as much of their organization as possible.   

Zero Trust Network Access (ZTNA) acts as an aggregation layer to empower organizations to 

achieve granular and contextual access policies on a resource-by-resource basis across self-

hosted SaaS and non-web resources such as SSH, VNC, or RDP connections.  ZTNA helps 

businesses furnish secure access to their employees, contractors, and partners as they 

navigate secure hybrid work, faster and safer than VPNs. 

In a legacy, perimeter-based security environment, IT teams directly controlled their network 

performance.  Today, with the Internet as the new corporate network, Zero Trust providers’ 

network architecture and performance can affect an organization’s end-user experience.  

Modern, real-time applications involve a multitude of ongoing requests from end users, so a 

faster Zero Trust network speed will keep teams productive while continuously 

implementing contextual verification and other best security practices. 

 

Miercom conducted tests measuring the absolute and relative network speeds of the ZTNA 

products for Cloudflare and Vendor A over the course of 90 days.  The tests were run against 

24 identical CentOS web servers in domestic and international regions, with each pair of 

servers protected with an instance of Cloudflare’s app connector, Cloudflare Tunnel, or 

Vendor A’s app connector, respectively. 

For users: Boston, Chicago, Los Angeles, New York City, Washington DC 

For apps: Iowa, Los Angeles, Montreal, Toronto 

For users: Athens, Auckland, Brasilia, Cairo, Hanoi, Helsinki, Johannesburg, Seoul, 

For apps: Jakarta, London, Milan, Mumbai, Santiago, Sao Paulo, Sydney, Tokyo 
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Data visualized in the charts and tables below reflect a 15-day collection of performance tests 

of domestic and international end users, or nodes, using Catchpoint.  This data included 

metrics such as Time to First Byte (TTFB), Document Complete, Response, DNS, Connect, 

Wait, Load and SSL. 

Each web server was provided with a public domain to access these environments.  For 

Cloudflare-protected web servers, a domain owned by Cloudflare was used, while Vendor A-

protected web servers used the domain that was associated with the account at the time of 

purchase.  All machines loaded the same web service instances, with Vendor A instances 

having 4 vCPU and 8 GB of memory and Cloudflare having 1 vCPU and 4 GB of memory.  

Processor and memory differences are attributed to the minimum recommended settings 

for running each of the app connectors. 

Tests were conducted across five regions, including four domestic and twelve international 

locations.  For each location, web servers protected by either Cloudflare or Vendor A were 

measured at the speed at which they responded to local nodes.  Each node measured a 

batch of requests every 20 minutes during the collection with alternating node locations.  

Within each batch, nodes initiate an additional request, or cold connection, to the web server 

to load the web page.  After completion, the nodes initiate another request, or warm 

connection to the web server to load the web page again.  Results reveal that the Cloudflare 

app connector provided quicker access to the closest nodes in most cases. 

Testing was repeated to the same resource twice because we wanted to measure the 

performance of the network using warm versus cold connections.  Whether a connection is 

warm or cold affects various aspects of the request path, which will make latency higher or 

lower.  A “warm” connection has been established from the client to a website.  When you 

connect to a website, your browser performs several operations, including a TCP handshake 

and a TLS session establishment.  This necessitates that your browser and the server 

communicate back and forth several times to establish a connection before any data is sent 

or received.  Additionally, the website will ask for a requester identity, where it will send data 

if it can, and create a safe, encrypted channel through which it can transfer data to the user. 

The entire connection stage takes time because this process needs your client and the server 

to talk back and forth with each other several times.  The time it takes to connect is based 

on your distance from the endpoint.  This indicates that websites should focus on performing 

TLS establishment as little as possible because the SSL establishment time is proportional to 

the distance between the user and the server hosting the website.  It is important to note, 

being closer in proximity to an end-user reduces SSL establishment time. 
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Due to the fact that the SSL establishment time is related to the user's distance from the 

server hosting the website, it follows that websites should concentrate on executing TLS 

establishment as little as feasible. 

The browser will furthermore make an effort to authenticate the service you are attempting 

to access in order to confirm that you are who the browser claims you are, while requiring 

the user to input their credentials into a login screen.  Once this is finished, the website 

normally sends a stored token to the browser so there is no need to log in every time, which 

also takes time to complete and will affect application performance. 

A warm connection does not need to perform SSL establishment, because the website has 

already established the channel, and the connection is re-used to reduce the amount of time 

SSL establishment is performed.  A warm connection often does not need to authenticate 

the user again because the end user’s token is present at the request and has not expired. 

We evaluated both warm and cold connections separately and then aggregated the results 

for a comprehensive measurement of network performance between Cloudflare and Vendor 

A’s ZTNA products. 
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Charted below is the Catchpoint data collected for the Total Connection Time and Time to 

First Byte (TTFB) for Cloudflare’s vs Vendor A’s ZTNA in all locations.  The following charts 

reflect the average and 95th percentile values for the cold connection and warm connection 

times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cloudflare proves 42% better average and 31% better P95 total 

test time compared to Vendor A for all locations.  Total test time 

is the total experience of time to connect, DNS lookup, delay time, 

content load time and SSL overhead. 

 

Cloudflare proves 46% better average and 38% better P95 Time 

to First Byte (TTFB) compared to Vendor A for all locations.  TTFB 

is the measurement used as an indication of responsiveness. 

Vendor A 

Vendor A 
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Charted below is the Catchpoint data collected for the Total Connection Time and Time to 

First Byte (TTFB) for Cloudflare’s vs Vendor A’s Zero Trust Network Access in the Domestic 

regions.  The following charts reflect the average and 95th percentile values for the cold 

connection and warm connection times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cloudflare proves 16% better average and 11% better P95 

total test time compared to Vendor A for domestic areas.  Total 

test time is the total experience of time to connect, DNS 

lookup, delay time, content load time and SSL overhead. 

Cloudflare proves 21% better average and 21% better P95 TTFB 

compared to Vendor A for North America.  TTFB is the 

measurement used as an indication of the responsiveness of a 

web server or other network resource. 

 

Vendor A 

Vendor A 
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Charted below is the Catchpoint data collected for the Total Connection Time and Time to 

First Byte (TTFB) for Cloudflare’s vs Vendor A’s ZTNA in International regions.  The following 

charts reflect the average and 95th percentile values for the cold connection and warm 

connection times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cloudflare was 48% better on average and 35% better P95 total 

test time compared to Vendor A for International locations.  Total 

test time is the total experience of time to connect, DNS lookup, 

delay time, content load time and SSL overhead. 

 

Cloudflare was 51% better on average and 41% better P95 TTFB 

compared to Vendor A for International locations.  TTFB is the 

measurement used as an indication of the responsiveness of a 

web server or other network resource. 

Vendor A 

Vendor A 
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Remote Browser Isolation (RBI) is a security service that runs all code on a global network, 

insulating users from Internet threats including ransomware, phishing and zero-day attacks. 

Both the user and the application are protected from both sides of the transaction.  For 

instance, users who access Salesforce in an isolated environment can have their actions, like 

copy/paste and upload/download disabled, to protect confidential and sensitive information.  

Similarly, users who navigate to strange or hostile websites or who accidentally download 

malware will be protected from the consequences of doing so.  If a user clicks on a malicious 

link while in Cloudflare’s isolated browser, for example, then the malware that would 

normally break out of the browser and infect the user’s device will instead find itself at 

Cloudflare’s global network, where it cannot harm Cloudflare nor the user. 

Organizations are increasingly combining RBI with ZTNA to add an extra layer of protection 

for high-risk access scenarios.  Especially with clientless options for both RBI and ZTNA, even 

third-party users like contractors or partners can securely access internal resources with 

both granular identity verification and advanced threat defense in place. 

Despite the security benefits of RBI, latency issues with some implementations in the market 

can cause significant harm to the end-user experience.  Common methods of implementing 

browser isolation include pixel pushing and page scrubbing.  Pixel pushing involves a 1:1 

transmission of pixels from the isolated browser to the local browser.  Although effective, it 

has scalability and performance issues.  Page scrubbing involves disabling certain interactive 

elements on a web page, which may break the page and/or prevent the user from 

performing their job properly.  Cloudflare uses its patented technology called Network 

Vector Rendering to stream draw commands instead of pixels.  This consumes significantly 

lower bandwidth and creates a seamless, responsive experience that most users do not even 

realize they are browsing remotely. 

Early impressions of RBI in the market with pixel pushing and page scrubbing methods have 

earned it a less-than-stellar reputation for usability in some cases.  Latency issues can cause 

a high distraction for end users that some organizations have refused to consider the 

technology as a suitable threat defense solution; however, more advanced implementations 

like network vendor rendering combined with faster application load times are turning this 

impression around.  RBI can offer its extra layer of security without compromising 

performance, depending on both its specific implementation details and the underlying 

architecture of its accompanying global network. 
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We evaluated the overall time to perform end-to-end isolated browser sessions from 

distributed locations around the world using Cloudflare’s and Vendor A’s browser isolation 

services.  Tests were conducted in five regions, including four domestic locations and twelve 

international locations.  Our in-depth testing revealed that Cloudflare provided quicker 

access to the closest node in a majority of cases. 

The server-side RBI test measures both vendors’ responses to an incoming request, from a 

user to an application, by redirecting the user to an isolated version of the application.  Due 

to differences in RBI implementation between Cloudflare and Vendor A, we constructed our 

test logistics to help reach closer parity for a fair comparison.  Both clientless RBI 

implementations use URLs that are hosted by each company’s ZTNA app connector, but 

Cloudflare’s implementation by default currently involves an extra login step to the clientless 

RBI service itself before the isolated application login. 

Cloudflare’s clientless RBI service then provides similar capabilities to the combined use of 

Vendor A Private Access and Vendor A Internet Access, enabling end users to navigate to 

both web pages and web apps and have them load in an isolated browser.  Our performance 

test bypasses this initial Cloudflare login step to narrow the scope of the test to the 

application load time itself and to reach a more equivalent comparison.  The end test then 

resembles a similar warm connection ZTNA test to those described in the ZTNA section of 

this report. 
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Charted below is the Catchpoint data collected for the Total Test Time and Time to First Byte 

(TTFB) for Cloudflare’s vs Vendor A’s RBI products for all locations evaluated.  The following 

charts reflect the average and 95th percentile values for the cold connection and warm 

connection times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cloudflare proves 42% better average and 39% better P95 remote 

browser experience compared to Vendor A for all locations.  Total 

test time is the total experience of time to connect, DNS lookup, 

delay time, content load time and SSL overhead. 

 

Cloudflare demonstrates a 46% better average and 45% better 

P95 TTFB remote browser experience compared to Vendor A for 

all locations.  TTFB is the measurement used as an indication of 

the responsiveness of a web server or other network resource. 

Vendor A 

Vendor A 
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Charted below is the Catchpoint data collected for the Total Connection Time and Time to 

First Byte (TTFB) for Cloudflare’s vs Vendor A’s RBI products in the domestic regions.  The 

following charts reflect the average and 95th percentile values for the cold connection and 

warm connection times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cloudflare proves comparable remote browser experience to 

Vendor A for domestic regions.  Total test time is the total 

experience of time to connect, DNS lookup, delay time, content 

load time, and SSL overhead. 

 

Cloudflare demonstrates a 2% better average and 7% better 

P95 TTFB remote browser experience compared to Vendor A 

for North America.  TTFB is the measurement used as an 

indication of the responsiveness of a web server or other 

network resource. 

Vendor A 

Vendor A 
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Charted below is the Catchpoint data collected for the Total Connection Time and Time to 

First Byte (TTFB) for Cloudflare’s vs Vendor A’s RBI products for the international regions.  The 

following charts reflect the average and 95th percentile values for the cold connection and 

warm connection times to the closest node. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

Cloudflare proves 49% better on average and 46% on the 

P95 remote browser experience compared to Vendor A for 

international locations.  Total test time is the total 

experience of time to connect, DNS lookup, delay time, 

content load time and SSL overhead. 

 

Cloudflare demonstrates a 52% better average and 51% 

better P95 TTFB remote browser experience compared to 

Vendor A for international locations.  TTFB is the 

measurement used as an indication of the responsiveness 

of a web server or other network resource. 

Vendor A 

Vendor A 
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Miercom has published hundreds of network product analyzes in leading trade periodicals 

and other publications.  Miercom’s reputation as the leading, independent product test 

center is undisputed. 

Private test services available from Miercom include competitive product analyzes, as well as 

individual product evaluations.  Miercom services include comprehensive certification and 

test programs, including Certified Interoperable™, Certified Reliable™, Certified Secure™, and 

Certified Green™.  Products may also be evaluated under the Performance Verified™ 

program, the industry’s most thorough and trusted assessment of product usability and 

performance. 

Every effort was made to ensure the accuracy of the data contained in this report, but errors 

and/or oversights can occur.  The information documented in this report may also rely on 

various test tools, the accuracy of which is beyond our control.  Furthermore, the document 

on certain vendors’ representations that Miercom reasonably verified but beyond our 

control to verify with 100 percent certainty. 

This document is provided “as is,” by Miercom and gives no warranty, representation, or 

undertaking, whether express or implied, and accepts no legal responsibility, whether direct 

or indirect, for the accuracy, completeness, usefulness, or suitability of any information 

contained in this report. 

All trademarks used in the document are owned by their respective owners.  You agree not 

to use any trademark in or as the whole or part of your trademarks in connection with any 

activities, products, or services that are not ours or in a manner that may be confusing, 

misleading, or deceptive or in a manner that disparages us or our information, projects, or 

developments. 

By downloading, circulating, or using this report in any way, you agree to Miercom’s Terms 

of Use.  For full disclosure of Miercom’s terms, please visit miercom.com/tou.  Miercom did 

not acquire any of the products featured in this report.  We are not in agreement nor subject 

to any vendors’ terms or use restrictions as we are not party to these agreements. 
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