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1.0 Executive Summary

Miercom was engaged by Cisco Systems to independently configure, operate, and validate the
performance and features of the new Catalyst 9300X Series switches. The switches tested - the
Catalyst 9300X Fiber and Multigigabit models - represent the new extension in the Cisco’s Catalyst
9300 series switch line. The following key highlights were observed:

1. Smart Building Solutions: The Catalyst 9300X switches demonstrated support for powering
loT devices through innovative Power over Ethernet (POE) capabilities. Additionally, all the
POE capabilities and metrics are visible through the Catalyst Center Assurance via wide
range of POE Dashboards.

2. Highly Secure with Strongest Encryption: The tested switches exhibited highly secure IPsec
encrypted tunnels, providing a dedicated bandwidth of 100G for secure connectivity
between different sites and cloud providers.

3. Highly Resilient: The switches demonstrated Layer 3 sub-second failover convergence via
IP FRR (Fast Re-Route) feature. During software upgrades, the impact on traffic was
observed to be less than 30 seconds. This was accomplished using Extended Fast Software
Upgrade (xFSU) feature, which applies to both standalone and stack configurations.

4. Feature-rich with flexible overlays: The switches demonstrated the support of MPLS and
BGP EVPN technologies enabling flexible network designs along with other unique features
like mDNS Bonjour Services, Streaming Telemetry and Automation tools.

5. Best-in-class Stack Support with Investment Protection: The stacked configuration of the
Catalyst 9300X switches offered redundancy and shared-power options. It also provided
collective switch bandwidth of up to 1Tbps, allowing for backward compatibility with older
C9300 models, thus ensuring investment protection.

6. Line Rate Performance with 100G Uplinks: The C9300X switches delivered impressive line
rate performance, achieving throughput of up to 3Tbps across all ports. They supported
100G uplink connectivity, enabling high-speed connections to other devices or networks.

Based on our findings, the Cisco Catalyst 9300 solution
achieved or exceeded all advertised throughput,
scalability and management specifications without
incident, instability or errors. We proudly certify the
Cisco Catalyst 9300 switch series as Miercom
Performance Verified.

Robert Smithers

CEO, Miercom
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2.0 Introduction

The test bed included new Cisco Catalyst 9300X models Fiber and Multigigabit, which are the latest
additions to the Cisco Catalyst 9300 family of switches. These switches are purpose-built to meet
the demands of the new hybrid world where the workplace is anywhere, endpoints could be
anything, and applications are hosted all over the place. The models tested are shown below:

e (Catalyst9300X-12/24Y, 10/25G Fiber Switch in the 9300-family providing either 12-or 24 -
ports of 10/25G Fiber with optional uplink modules.

e (Catalyst 9300X-48HX, multigigabit UPOE+ platform in the 9300-family providing 48-ports of
100M/1G/2.5/5/10G Copper ports with UPOE+ and optional uplink modules.

Catalyst 9300X models support multiple high speed uplink modules varying from 4 x 40/ 100G
QSFP ports, 2 x 40/100G QSFP, 8 x 10/25G SFP and 8 x 10G-Multigigabit which are not backward
compatible with existing Catalyst 9300 family.

Catalyst 9300X models supports the enhanced Cisco StackWise-1T technology - supporting up to
1Tbps of collective stack throughput with 8-members and is backward compatible with existing
Catalyst 9300 modular uplink models with 480G.

Catalyst 9300X multigigabit models support all the standard PoE capabilities on copper models.
These include full IEEE 802.3bt with 90W and 60W power on all copper ports and older standards
with 30W and 15.4W including power resiliency features like Perpetual Power over Ethernet (PPoE),
Fast PoE and 2-Event Classification, which was tested for this report. Additional power innovations
include Stack Power and Redundant power supplies which has been a unique differentiator for
Catalyst 9300 family for some time.

Catalyst 9300X-12Y + 24Y + 48HX

Cisco Catalyst 9300 Performance 4 DR230908G
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The Catalyst 9300X series switches are designed to offer advanced features and capabilities to
enhance network performance, reliability and security. They are part of Cisco's next-generation
network infrastructure solutions, catering to modern networking requirements.

Some of the Key features and benefits of the Cisco Catalyst 9300X series switches include:

High Performance: The switches are based on UADP 2.0sec ASIC and x86 Quad-Core CPU with
enhanced memory and other powerful hardware components to deliver high throughput, low
latency and support for high-bandwidth applications.

Multigigabit Ethernet with 90W PoE: The multigigabit models support higher data rates over
existing cables along with PoE making it ideal for connecting to a wide range of devices including
IOT and WIFI6/6E Access points.

Enhanced Security: The switches integrate critical security features in the hardware like MACsec
to encrypt all communication within the LAN and IPsec to provide Layer 3 Encryption.

Seamless Cloud Integration: The switches are designed to integrate with providers like Cisco
Umbrella or Zscaler and any other services hosted by cloud providers.

Highly Available and Resiliency: The switches are equipped with unique features like StackWise-
1T and& StackPower for hardware resiliency; Patching and Extended Fast Software Upgrade (xFSU),
for software resiliency, making it a highly resilient platform for critical business functions.

Flexible Network Deployments: The switches support all the latest protocols including overlay
technologies like MPLS, SDA - LISP with VXLAN and BGP EVPN, making it a very versatile platform
for enterprise deployments.

The testing for this report focused on some of the key feature attributes.
9300X Performance

Smart Building Solution with PoE Connectivity and Application Hosting

Smart Connectivity with mDNS Bonjour Services

Enhanced Security with IPSec Capabilities/Performance & Network Assurance/Visibility with
Thousand Eyes Integration

High Availability with Extended fast Software Upgrade (xFSU) and IP fast Reroute (IPFRR)
Flexible Network Deployments with MPLS and BGP EVPN Support

Enterprise Telemetry and Automation with gRPC/gNOI

Cisco Catalyst 9300 Performance 5 DR230908G
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3.0 How We Did It

The testbed setup for testing the Catalyst 9300X features and performance was very
comprehensive given its unique capabilities across all sections of network infrastructure. As shown
below, the theme of the testbed was to build a large campus simulating a central location with
different buildings and extending to branch locations using different layer 3 overlay technologies.
Each site was centered around one or more Catalyst 9300X switches. Using a realistic network
environment, we tested the capabilities of the Cisco Catalyst 9300X and its ability to support
different features as outlined in Section 2.0 and maintain performance across these features.

Cisco Umbrella
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Test Tools

/

The following tools are a representative list of software tools and exploits we used to carry out
our analysis.

Spirent Test Center (version 4.5.3) Offers end-to-end performance testing for network
. verification and QoE measurement. Controlled parameter
Osplrent customization allows for customizable testing with real-
Promise. Assured time feedback. Customers are also able to troubleshoot

issues and view device behavior in specific conditions.
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4.0 Smart Buildings

Enterprises are looking for a way to merge a diverse range of building-wide system endpoints often
classified as IoT (Internet of Things) such as HVAC, lighting, cameras and security into a single IT
managed network infrastructure. It often uses foundational technology such as PoE to accomplish
this convergence from a connectivity perspective. Then there is security and visibility wrapping
around the system to be called Smart Building Solutions. In this section, the test will be focused on
the key components around the connectivity and the central management provided by Cisco
Catalyst Center (formerly known as DNAC).

Features tested:

e 90W PoE Connectivity & Features
e (Catalyst Center PoE Telemetry Dashboard

How we tested:

The graphic below shows the area of the testbed highlighted in green involved in this testing.
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For testing the PoE connectivity, multiple LED lights were daisy chained via a PoE gateway and
connected to the switch on 90W port. The switch was then monitored for the PoE negotiation and
PoE usage to make sure the switch port negotiated to respective class properly with the PoE
gateway and the power was fed correctly to the lights so that they could be brightened or dimmed
without any issues.

PoE Assurance Dashboard in the Catalyst Center monitored this switch and provided visibility for
different statistics for the connected PoE Devices. The dashboard provided details about the usage
of PoE class and usage of PoE resiliency features like Perpetual PoE (PPoE) and Fast PoE. Lastly
there was a dashlet with Power Load distribution which provided details about the power
consumption and budget available on the switches.

For PPoE testing, the switch was reloaded while the light fixture was connected and the results
were observed. Fast PoE feature was also tested by cutting off the power and restoring it to check

Cisco Catalyst 9300 Performance 7 DR230908G
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/what-is-power-over-ethernet.html

if the PoE devices have power as soon as the switch powers up, while remembering the previously
negotiated state.

Conclusion:

The switches performed as expected. The switch outputs were checked and the PoE class was
negotiated as expected for the PoE Devices. PoE Telemetry dashboard insights shown below were
also accurate and useful in knowing the total number of PoE devices, the class they negotiated,
power allocated during negotiation, live power consumption of the end point along with insights
into if a specific PoE feature, PPoE or Fast Poe) enabled on a port or not.

S : S P 2

Cisco DNAC Assurance showing overall health of the network POE Assurance showing operational state of all PoE Devices

The light fixtures remained powered on while the switch was reloading showing the resiliency
which Perpetual PoE feature. Provide., The lights got the PoE very quickly when disconnected in the
power with fast PoE feature enabled making the switch very PoE resilient during the unexpected
events.

Showing stack power displayed a total power of 1815W and 900W of allocated power.

To test Fast PoE, power to the switch was interrupted remotely by turning ON and OFF via the PDU.
Outlets 4 and 7 on PDU were used to control power to the switch. Once power has been provided
to the switch by using On Immediate knob on the PDU, the switch powered on as shown by
Initializing Hardware. Lights were shown to turn back on immediately before the switch fully
initialized.

Cisco Catalyst 9300 Performance 8 DR230908G
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5.0 Wide Area mDNS Bonjour Services

Over the past few years, there has been a paradigm shift in major organizations around the world
in pushing devices that are communicating using mDNS Bonjour protocol. Using Bonjour, you can
discover and use shared services with minimal intervention and configuration. Bonjour is designed
for single Layer-2 domains, which is ideal for small, flat, single-domain setups, such as home
networks. The Cisco Wide Area Bonjour solution eliminates the single Layer-2 domain constraint
and expands the scope to larger Layer-3 wired and wireless networks, as well as SD-Access
networks.

With Cisco Catalyst Center's (formerly known as Cisco DNA Center) Wide Area Bonjour Application,
Cisco has enabled a more streamlined and easy-to-manage solution. This solution is more powerful
and flexible in that customers can now establish connections between a wired and wireless
endpoint located either in the same or different L2 networks. It is a more centralized controller
managed solution which simplifies the overall network design, improves the performance,
eliminates flooding and introduces unicast based service routing across the overall network
infrastructure.

Feature tested:
e mDNS Service with DNAC Wide Area Bonjour App
How we tested:

The graphic below shows the area of the testbed highlighted in green involved in this testing.
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Bonjour devices were connected to the access switches typically called as service peer's and these
were connected to the Service Discovery Gateway (SDG) Agent devices which are designed to
operate across L3 boundaries and 9300X models support both these roles.

The SDG agent devices establish a lightweight, stateful and reliable communication channel with
centralized Cisco Catalyst Center running the Wide Area Bonjour application. The service routing
between the SDG Agents and the Controller operates over regular IP networks using reliable TCP

Cisco Catalyst 9300 Performance 9 DR230908G
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port 9991 between the Cisco Catalyst Center and the SDG Agent devices. The SDG Agents route
locally discovered services based on the export policy.

In this testing topology, one SDG Agent was in Building 1 and the other SDG agent in Building 2; it
signified separated networks. The Cisco Catalyst Center managed all the switches and acted as the
centralized controller. A MacBook was configured on VLAN 190 in Building 1 and the Apple TV was
configured with and was residing in Building 2 VLAN193.

3-ad gateway
mode sgrvice-peer
’QX‘V&C&-@EZY-EZ’QS periodicicy 1S
service-announcement-timer pericdicicty 30
service-gQquery-count S0

SeIvice-—anncuncement —

The example configurations needed to enable Bonjour functionality was explained. The mDNS
gateway needed to be defined. Ingress and egress service lists were created along with defining a
policy and match services. There were multiple match services shown such as ‘apple-tv', ‘google-
chromecast’, etc. After listing both ingress and egress services, we then attached service lists to the
service policies.

Conclusion:

Performed as expected. In the live demonstrations, the & < oM Friz3oPM Q © =

laptop in building 1 was able to connect with Apple TV =

wirelessly over different VLAN's as was expected. g G
Open Displays Preferences

Cisco DNAC Landing Page > Tools > Wide Area S— o

Bonjour gave an overall view. Cisco DNAC created the
topology of the caches with the endpoints, where we
defined a Subdomain with different service types. 0o

The Apple TV was added to the topology for ®
discovery.
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6.0 Secure Connectivity with IPsec

In recent years, organizations have become more dependent on cloud providers for accessing
commonly used applications and services. Given the complexity of managing the applications on-
prem and scaling it based on the requirements, cloud-based services have become a popular
choice because of factors including scalability, cost savings and access to advanced features and
technology. One of the core requirements of connecting to the cloud providers over the internet is
to encrypt the communication so that it cannot be compromised at any cost.

For encrypting communication over the internet, IPsec protocol is a very popular choice as itis a
standard based protocol and has been a proven technology for a long time. Catalyst 9300X
supports up to 100G of IPsec encryption in the ASIC making it a popular choice for securing
branches and other smaller deployments.

Features Tested:

Cisco Urmbrolia

e IPsec Connectivity to ; .ﬂ O ———
™\ = e Bralu:h-i\I
1 - Internet

Cisco Umbrella and [ eene

Retail

3 Party providers
like Zscaler and AWS

—dT B

The graphic to the right
shows the area of the
testbed highlighted in green
involved in this testing.

Smart Buildings
3 L7 L
L5 -

IPsec Tunnels were created ‘ a%a -._..“J CHE®

from the Catalyst 9300X \_
switches from the branch

= C
= Time Seresitive Natworking Barjour Services
® v

sites to Cloud providers like Cisco Umbrella, Zscaler, and other cloud service providers like AWS for
accessing various resources.

The other highlight of the testing was to showcase the 100G performance and the lower latency
which 9300X platform is able to provide when doing interop with all the various providers.

Conclusion:

Performed as expected. IPsec Tunnels were successfully created between Catalyst 9300X switches
to validate Site-to-Site IPsec connectivity. IPsec tunnels were also created to Cisco Umbrella and
Zscaler to redirect the internet traffic over to these providers. IPsec tunnels were successfully
established, and traffic was redirected to Cisco Umbrella and Zscaler. Web Policy rules were created
and applied to these secure tunnels to monitor the policy enforcement. We could see the
configured policies being enforced on the client's internet traffic that is connected to the Catalyst
9300X via a downlink port.

Cisco Catalyst 9300 Performance 11 DR230908G
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Below are some of the configurations and snapshots captured while testing from both the switch
and the providers.

C930@X#sh ip rou 0.0.0.0

Routing entry for ©.0.0.8/@, supernet
Known via "static", distance 1, metric @ (connected), candidate default path
Routing Descriptor Blocks:

# directly connected, via Tunnell

Route metric is @, traffic share count is 1

ainistratively

»
p
a
P
P
P
P
p
P
P
P

e
YES NVRAM U
YES NVRAM administratively

A PC acted as a client connected to the switch. The LAN Gateway is 192.168.1.1, which resides on
the Catalyst 9300X that was tested. Client IP is 192.168.1.10. The public facing IP is 128.107.251.88
that is being used on the Catalyst 9300X to create IPsec tunnels to Cisco Umbrella, Zscaler and AWS.
Above you can see the default route points to Tunnel1 and this tunnel terminates on Cisco
Umbrella.

Web policy that was created on Cisco Umbrella

Tunnel Name ¥

Other @ Active tunnel-arcadeS30082.. os Angeles, Calforni.. 128.107.251.88  Estzbéshed Just Now

Web policy was created on Cisco Umbrella to allow/deny traffic and the policy was applied to the
tunnel that was established between 9300X and Cisco Umbrella.

Apply Destination Lists [ aco new usr

1 for and Bpply the appropriats blck of allow Bastnetion Lists for this policy. Click Add New LISt to create & Destination List.

a 1 Block Lists Applied
1 Total © wen_siock
Ian_Biock
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Using the client PC, traffic was tested to the domains that were blocked as part of the Web Policy and
noticed that polices were enforced on the client.

Secure Connectivity to AWS: Four tunnels were configured towards AWS (Amazon Web Services)
Transit Gateway. BGP was configured to help with advertising local subnets as well as to learn remote
subnets from AWS. An EC2 instance was spun up in the VPC to check connectivity. A PC was connected
on-prem to the Catalyst 9300X switch. For connectivity, we were able to verify the connectivity from
the on-prem device by accessing the webserver that is residing on the EC2 instance. Since multiple
tunnels were provisioned from Catalyst 9300X to AWS Transit Gateway, we could verify ECMP and all
tunnels being leveraged for the traffic flow.

w"’eﬂ =D o s A
Tunnei8 e )
(__Internet . Tl
Tunnel11 \w_/‘r/
9300X "umg,, ‘

Output from Switch showing four tunnels. Four BGP Sessions going to the four tunnels.
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7.0 Application Hosting with ThousandEyes

Cisco Catalyst 9300 family supports docker based containers for hosting any Cisco Signed or 3™
Party applications. This is made possible by reserving dedicated CPU cores, memory and storage
options. These applications are completely isolated and will not compromise the switch
infrastructure. Catalyst 9300X models have been enhanced with additional memory and bandwidth
to support multiple applications without impacting the normal switching functional resources.

Applications can be managed via both CLI and the Catalyst Center. One of the popular Cisco Signed
Application is ThousandEyes which provides service assurance via different test within the LAN and
across the internet. ThousandEyes has an enterprise agent that can be hosted on the switch and
will probe the desired applications within the campus or across the internet at regular intervals to
isolate any ongoing issues related to connectivity or performance.

Features Tested:

e ThousandEyes Agent Test to Server
e ThousandEyes Agent Test to another Agent
e ThousandEyes Agent Test to HTTP Server

How we tested:

ThousandEyes Enterprise Agent was installed on Catalyst 9300X switches at multiple places in the
testbed via the App-Hosting Automation workflow in the Catalyst Center. Multiple tests were then
performed from the agent to various places highlighting the process to isolate any performance
issues while providing full End-to-end path visibility within the Campus and across the internet.

Installing applications via the Catalyst Center is easily done by clicking on Add New Application and
selecting the docker image. The application is uploaded and displayed on the applications screen.

Cisco Catalyst 9300 Performance 14 DR230908G
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&3 Cloud & Enterprise Agents >

The Thousand Eyes Agent installed on the switch was retrieved from the Cisco Thousand Eyes
interface under Cloud and Enterprise Agents > Agent Settings > Add New Enterprise Agent. It
displays available agents.

Once the setup was complete, multiple tests were defined in ThousandEyes Dashboard, Agent to
Server Test with the server being an application on the Cloud Office365, Agent to Agent test for
isolating an issue within the campus or between different sites/locations and then finally Agent to
HTTP Server Test like any website to monitor the performance and observe the full path for
visibility.

Conclusion:

Performed as expected. As shown above the agents were successfully installed via the Catalyst
Center with minimal clicks and configuration. All the tests ran successfully and provided a lot of
insight, metrics and full path visibility as shown below.

Agent to Server test path visibility (Office 365)

Terget Server Showing data from Wed, Oct 4 00:14 - 00:45 UTC (24 rilnuies ago v || Latestm
offica385. com:80
Path Visualization 17 hops ones
Showing:  1of1Test = 1of1Agent~ 1of1Server = Hide IP Address labels - Highiight nodes that malch all / any
Grauping: Agenis by Agent ~  Interfaces by IP Address ~  Destinations by Domain ~
Highlignting: ~ Forwarding Loss > 40 % { Onodes ) = Link Delay > 100 ms {0 nks ) =
Selecting:  Cick anode or nk Info (1) =
< Und
ot @ - - a a a ¢ — o /. —,,
e — ——
—~ oL
TargetAgent Showing data from Wed, Oct 4 01:03 - 01:08 UTG (43 minutes g0 el
teye-podt
Path Visualization 3hops. ohos

Showing: 10f1Tost = 1of1Agent -  Hide IP Address labels ~ Highlight nodes that match all  any
Grouping:  Agents by Agent ~  Interfaces by IP Address ~
Highlighting: ~ Ferwarding Loss > 40 % { 2riodes ) = Link Delay > 100 ms ( 0 links ) ~

Selecting:  Click a noce or nk  Error (1) =

Franciezo, cA - (O

 e—

o
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8.0 Zero Trust Segmentation with MPLS and EVPN

Catalyst 9300 Switching family including 9300X is a very flexible platform in terms of feature
richness and can be deployed in any kind of network. It can be deployed in a typical 2-3 Tier
architectures with Layer - 2 & 3 features/protocols or fabric overlay based deployments. When it
comes to overlay solutions, it can be deployed in traditional MPLS based overlay or latest fabric
overlay technologies under Cisco Software Defined Access (SDA) umbrella like LISP/VXLAN or BGP
EVPN. The scope for this testing will only be around MPLS and BGP EVPN. Customers have the
flexibility to pick any overlay solution and deploy it over their existing underlay networks providing
full flexibility to steer their traffic based on any requirements.

Features Tested: oo

e MPLS L3, L2, Multicast VPN
e BGP EVPN L3, L2 & Multicast VPN

8.1 9300X MPLS

How we tested:

The graphic, highlighted in green shows the area ‘ e
which was involved in this testing. \

The MPLS testing was done
within the campus and was
extended to the branches. ey
The distribution layer
switches were designated
as MPLS PE devices where
the MPLS tunnels were g
initiated. Multiple L2, L3, » E3-E3

and Multicast VPN tunnels
were created from the PE

MPLS e Eﬂ L3VPN

ol Ne% L\ mVPN
devices in the campus to g
the branches PE to —
highlight the
comprehensive feature
support.

2.72.2

Wi-Fi
irmMeem| | QRPO ||
|

”
%)

[* Smart Buildings iime Sensitive Networking | (~ Bonjour Services |
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Conclusion:

Performed as expected. For verification purposes, pings and traceroute were initiated on the
L3VPN tunnel where it successfully showed connectivity between different subnets and the traffic
going over MPLS tunnel. For L2VPN, pings successfully worked across the same subnet but across
different sites and likewise for Multicast VPN demonstration, traffic was flowing from the source
residing in the campus over to the receivers in the branches.

8.2 9300X BGP EVPN

VXLAN/EVPN is gaining prominence as a preferred overlay solution in various sectors, including
enterprise campuses, hospitals and universities. This technology serves as a viable alternative to
other solutions like LISP/VXLAN and MPLS solutions. EVPN operates as an overlay technology like
others, providing a comparable approach to address concerns related to Layer3 segmentation and
Layer 2 extensions. It furnishes services like multicast over VPNs, with a lot of flexibility.

The reference architecture provided underscores the manifold advantages and driving factors
behind the increasing popularity of BGP EVPN. Beyond its core benefits, this technology's
remarkable flexibility stands out as a key highlight. It excels in seamlessly connecting and extending
networks across diverse domains, encompassing Data Centers, WAN, and external Service
Providers.

Enterprise BGP EVPN Reference Architecture

DC- EVPN AC|
-0 BEEEE== b
== == == G ES TN TS .. MPLS | EVPN  SD-WAN ___e__ Internet
‘N ENNEN CN-N-N-NF-) o o __ £

2 ©® g g 8 B, @ @,
g 8
B B3 & 6 (R A G G b & BB @B E3 €3 E
"] i "] '] ] "] '] ] "] '] "] "] ] 2 ] ']
009000600000
2, Industry Standard U= Fefire / Proven Hierarchical Flexible

Standard-based Fabric Cross-PIN single fabric Reliable control-plane Non-blocking architecture Complex network solution

Multi-vendor interoperable Structured & Scalable fabric Tailored L2/L3 overlays

Extensible beyond site Multi-protocol capabilities

Broad innovation adoption Hybrid system role support Deep eco-system integration

Simplified Managemant Less new learning-curve

Features tested:

e Layer 3 Macro & Micro Segmentation
e Layer 2 Extension
e Multicast Service Integration
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How we tested:

The graphic shows the area of a testbed, highlighted in green which was involved in this testing.
There were VM end points setup across the campus and branches on different VLAN's mapped to
different VXLAN Network Identifiers (VNIs) and then distribution layer switches were designated as
VTEPs ( VXLAN Tunnel Endpoints) which are responsible to encapsulate the traffic in VXLAN and
then forward it to the Spine/Core Layer. The access layer switches can also be designated as VTEPs
but in this testbed, the VTEP role was assigned to the distribution layer switches to show the
similarity with MPLS based network as shown earlier. The Spine/Core Layer works as a BGP Route
Reflector which will advertise the routes from VTEPs to another VTEPs and acts as a central
traversing point for any communication between endpoints across different VTEPs.
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For testing the main use cases like L3 segmentation, L2 extension and multicast, end points were
configured on different VLANS/VNIDs and then L3VNI was configured to make the Inter VNI
communication work. For L2 extension/bridging use case, endpoints were configured on the same
VLANs/VNIDs across campus and branches and likewise for multicast testing sources and receivers
were configured across campus and branches. For underlay, BGP Protocol was used to simplify the
configuration, but any underlay routing protocol will work seamlessly with the overlay solution.

Conclusion:

Performed as expected. For verification purposes, Spirent traffic generator was used to simulate
all the traffic flows for L3 Segmentation, L2 extension and multicast services. It was observed that
all the appropriate route types were advertised via BGP and all the use cases worked seamlessly
through the Catalyst 9300X switches. We also verified that SGT's (Secure Group Tags) were carried
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in the Vxlan to provide Micro-segmentation capability. We could see the communication blocked
between the endpoints in the same VN using SCACL's.

VLAN 10 as shown in the earlier topology and above
snapshots was configured across different VTEPs. This
signifies a unique EVPN feature called a Distributed Anycast
Gateway where the gateway is configured the same way
across VTEPs. This mainly helps with the endpoint mobility
and seamless roaming without creating any additional ARP
broadcast streams.

BGP was configured for the control-plane and required address-families have been enabled for
Unicast as well as Multicast traffic.

[oddress-fomily 12vpn

L2VPN EVPN address family was enabled for Unicast
traffic. For multicast trafficc, MVPN address-family was
BGP AF for Unicast enabled. It was MVPN used and the neighbor device in
this setup was 70.3.3.3 which is the spine in the Fabric.

BGP AF for Multicast

Vlan 10 was configured to use VXLAN Encapsulation. The route
targets exported and imported routes between different VLANS.

The Network Virtualization Encapsulation Interface (NVE)
defined multicast interfaces, using lookback 0 for
communication perspective and BGP protocol along with the
different VNI. 225.1.1.1 was the replication multicast group.

Both were learned via BGP
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Endpoints showed on the other side. Both were learned via BGP

Under the 192.168.2.0 subnet, the 192.168.2.101 was discovered via the BGP protocol This was the
same for the opposite side for the 192.168.10.0 subnet with 192.168.10.101.

19Z.108.2.9/44 15 airectly connected, Vianll

192,168.2.100/32 is directly connected, Vlanll
192,168.10.0/24 s variably subnetted, 4 subnets, 2 masks
192,168.,10.0/24 1s directly connected, Vianl@
192,168.10.100/32 15 directly connected, Vianl®
192.168.10,101/32 [20/0] via 70.1.1.1, 00:02:05, Vian10d
192,168,10,200/32 [20/0] via 70.4.4.4, 3wid, Vienld®

For Multicast, source, 192.168.2.101 was configured on Spirent to send multicast traffic to 234.0.0.1
group. There were receivers simulated to access this traffic and we could see the Multicast traffic
successfully flow onto the receivers.

(RER LR L)L NRY' . 00:19:03/00:01:56, flogs: Tol

Incoming interfoce: Vianl0d, RPF nbr 79.2.2.7

Outgoing interfoce list:

Vian10, Forward/Sparse, 09:05:52/00:02:18

Overall, BGP EVPN Support on Catalyst 9300X is very comprehensive. It supports both Macro-
Segmentation (VRF-based) and Micro-Segmentation (SGT-based) along with Layer 2 Extension
capabilities. It also supports multicast services with Tenant Routed Multicast (TRM) approach across
both L2 and L3 multicast and many other unique features.

Cisco Catalyst 9300 Performance 20 DR230908G
Copyright ©2023 Miercom 4 October 2023



9.0 Network Reliability with High Availability features

Network reliability or availability is measured by multiple factors, but the important key element is
the amount of downtime incurred either during failures or maintenance. For failures, multiple links
and devices can be added for resiliency but it is hard to maintain maximum uptime during
maintenance operations. Hence Catalyst 9300 family of products including 9300X platform has
been equipped with multiple features but only some of the new ones were
discussed/demonstrated in this report which reduce the downtime as much as possible even
during the maintenance.

Features Tested:

e Extended Fast Software Upgrade (xFSU)
e |P Fast Reroute (IPFRR)

9.1 xFSU

Previously, with a normal software upgrade on C9300 family of products the traffic impact would
be around 5-7 minutes on both standalone and stack. But now with the recent introduction of
Extended Fast Software Upgrade (xFSU) feature on the C9300 family including C9300X which is the
DUT (Device Under Test) in this report, the trafficimpact has been reduced to less than 30 seconds.
The xFSU mechanism upgrades the device by segregating the control plane and data plane (ASIC)
update at different times. The control plane is updated first while the box is rebooting without any
impact to the data traffic, once the device is booted up completely then the data plane ASIC is reset
and re-programmed in less than 30 seconds which is where the traffic impact is observed. This
feature is supported on both standalone and stack of switches.

How we tested:

The graphic below shows the area of the testbed highlighted in yellow which was involved in the
testing. The xFSU test was performed on both standalone and stack while positioned in the access
layer. The Spirent traffic generator provided different types of traffic flows and measured the exact
convergence values while the xFSU upgrade was in process.
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On a stack, the xFSU process is carried out in 2 steps: The standby and member switches are
upgraded first and once they come back online and are stable then the active switch goes through
an upgrade where the standby switch then takes over the active role and the old active switch
becomes the standby after the upgrade completes. The traffic impact during the software upgrade
for all switches in the stack will be less than thirty seconds.

Conclusion:

Performed as expected. During the xFSU software upgrade, which is performed with a special
keyword "xFSU” with the install command, it was observed that both standalone and stack were
upgraded with less than 3 seconds of traffic impact. As the name implies, the software upgrade
was not completed faster but the traffic impact was reduced down to lower than 30 seconds, which
is @ more important requirement. The xFSU mechanism is also compatible with PoE devices, if the
Perpetual PoE (PPoE) feature is configured then the PoE devices do not get powered off during the
upgrade.

C9300_Switch#install add file flash:cat9k_iosxe.V178_lA FC2_2.SSA.bin activate xfsu commit
install_add_activate commit: START Tue Apr 19 21:54:03 UTC 2022

STACK_GR: Inside xFSU check if switch stack

Checking STP eligibility: Eligible

[1]: Performing xFSU-pre-check

TS S oRma

2.72 seconds of traffic impact was shown during the entire software upgrade process.

Overall, xFSU feature performed as expected and reduces the downtime from 5-7 minutes to less
than 30 seconds during the software upgrade for both standalone and stack deployments

Cisco Catalyst 9300 Performance 22 DR230908G
Copyright ©2023 Miercom 4 October 2023



9.2 IPFRR

IP Fast Reroute feature is another capability added on C9300 product family including 9300X for
providing very fast traffic convergence during the failures. It provides a traffic convergence of less
than 50 msec in a Layer 3 network by pre-computing an alternate path before the failure and then
immediately switches to the newer path upon failure in less than 50 msec

How we tested:

The graphic below shows the area of the testbed which was used for the testing. It was mainly the
Layer 3 network but without the MPLS enabled. For Layer 3 routing, OSPF protocol was used and
then Spirent Traffic Generator was used to simulate the traffic flows and for measuring the traffic
convergence. IPFRR was enabled for OSPF protocol and outputs were observed whether the
alternate paths were pre-computed properly or not.

VP Svanewanes P Tima Sansave remoring |
Wi :,{/{_-.;-.‘...‘ JETS H' 'E
B J

S1-ACCESS-LEAF-1l#show ip route 3.3.3.2

Routing entry for 3.3.3.0/24

h CNTL/Z. Known via "ospf 1", distance 110, metric 3, type intra area
Last update from 30.1.1.2 on GigabitEthernetl/0/23, 00:00:23

ago

Routing Descriptor Blocks:
* 30.1.1.2, from 172.168.1.2, 00:00:23 ago, via
GigabitEthernetl/0/23
_Route metric is 3, traffic share count is 1
| Repair Path: 20.1.1.2, via TenGigabitEthernet2/0/1 |

Configuration for enabling IPFRR on OSPFv Pre-Computed Alternate path being highlighted

Conclusion:

Performed as expected. One of the alternate paths was shut down for testing and then it was
observed that the precomputed path became active immediately and the trafficimpact was around
1.5 ms less than the marketed number of 50 ms. Currently this feature is supported with OSPF and
EIGRP Protocol in Layer 3 networks.

Streams > Dropped Stream Results  ChengeResstView + £ Ul ) 15 ] 4 ResdCowre’

SreanBlack Port Kame ARt | PeiNeader! PeiHesdel | Blemelll Bhendfivin] TwCoot RSyt | Taiate WxSgiate | DuplicsteCoot  Dropped (s
ot hame

Keme Nome Seorce Desanigion SaceMAC | D Franes) | (Frames) (fss) ¥os) (Frames) Franes)
PYRE_ Tes.. | PR Sowrc..| PR DestPart..| 4442 BMLT? |G RN QN [
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10.0 Enterprise Telemetry and Automation with
gRPC/gNOI

Similar to CLI, SNMP and WebUI, APIs allow us to interact with network devices. The relevant APIs
in this case are NETCONF, RESTCONF, gNMI, and gRPC.

YANG Suite allows access to the programmatic interfaces and access to YANG Data Models. Data
models map to the CLI to Cisco features to make programming working with these features easier.
Data models are used for interfaces, environment centers, and for core routing and switching
protocols.

We can go into any of the programmatic interfaces, refer to the data model for BGP, and then
configure the feature, as well as retrieve all operational data about the feature. The APIs in the
Cisco 10S XE devices across the routers, switches, wireless controls, and IOT platforms are very
flexible.

Telemetry interfaces consist of NETCONF, gNMI, and gRPC. With gNMI and NETCONF acting as the
Dial-in and gRPC as the Dial-out/YANG-push interface.

Customers use gRPC as the dial-out because the push-based protocol sends data to a collector,
which can be stored in a database and visualized in custom dashboards. NETCONF and gNMI dial-
in, require a client-established session to the device over the interface and then subscribe or
request telemetry.

The receiver collects the Dial-Out telemetry from the network device, or the receiver can dial-in
through the gNMI/NETCONF interface and subscribe to the telemetry when it establishes a session.
Monitoring makes API calls into the storage solution.

Customers will decide if they want to use NETCONF, gRPC, or gNMI. What guides the decision is the
network architecture, security posture, and policy. Is it easy for the tools to create a session into
the network devices or architecturally is it easy to push telemetry streams to a central collector.
There are many security configuration options to determine which interface is being used.

All data that is published in Github from the data model and can be accessed by navigating to
Github > Navigate to the release > ‘Operating System’ > ‘Version’ to view all 500 data models. This
is where the tooling helps to import data models and understanding.

When working with the data models, APIs, and telemetry, Cisco YANG Suite is the tool that simplifies
the process. Cisco YANG Suite is used to interact with the device on the programmatic interfaces.
It helps users understand the data that the APIs will be exposing so that users can program the
systems and machines to do what is needed to do.

YANG Suite Core includes the Plugin Manager, YANG File Manager, and the Device Manager, and
the NETCONF plugin.
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10.1 NETCONF Interface

Cisco YANG Suite

YANG Sults | EXPIOTING YANG | VANG 561 “C9300° | Modues

e . Explore YANG Models

Select a YANG set  C9300 Select YANG module(s) || C150-IOS-XE-Interfaces-oper x

Q Search XPaths

@ Icon legend
4. & Cisco-10S-XE-Interfaces-oper
4B interfaces
&= interface
4 name
/@ interface-type
/4 admin-status
@ oper-status
4 last-change
@ it-index
@ phys-address
§ higher-layer-if [N
§ lower-layer-if
@ speed
B statistics
£= diffserv-info
vt
it
/@ ipv4-subnet-mask

@ description
&mu

A input-security-acl
@ output-security-acl
&> v4-protocol-stats
B> v6-protocol-stats
/@) bia-address

4 ipv6-addrs

Q Search nodes «” Expand all nodes

Display all nodes

(®) Display schema nodes only

Node Properties

Name admin-status
Nodetype leaf
Datatype interfaces-ios-xe-oper:int-state
Basetype enumeration
Description The desired state of the interface.
This leaf has the same read semantics as ifAdminStatus
Module Cisco-I0S-XE-interfaces-oper
Revision 2020-07-01
Xoatiy
Brensy fotertaces-ios-xe-oper
Namespace http://fci -10S-XE-interf: pe
Access read-only
Operations « "get"
Schema Node Id finterfaces/interface/admin-status

Reference URL: https://tools.ietf.org/html/rfc6020#section-7.6

7.6. The leaf Statement

The "leaf” statement is used to define a leaf node in the schema
tree. It takes one argument, which is an identifier, followed by a
block of substatements that holds detailed leaf information.

A leaf node has a value, but no child nodes in the data tree
Conceptually, the value in the data tree is always in the canonical
form (see Section 9.1)

A leaf node exists in zero or one instances in the data tree.

The ‘Cisco 10S XE Interfaces Oper’ example under YANG Suite > Explore YANG showing metadata,
exposed information, and tree configurations. Users can subscribe to specific telemetry data.

Cisco YANG Suite

© © nETconF

YANG Set 9300

NETCONF Operation  get Device  C9300

(& EditDevice )

Module(s)

Cisco-IOS-XE-Interfaces-oper X

£ YANG Tree C'Replays (“recopiions... ) (ERICLES
Nodes Value
4 & Cisco-10S-XE-interfaces-oper
- [ interfaces

= interface

admin o (<] o

Load Module(s)

Open Device Window

© Run RPC(s)

<rpc xmins="umn:jetf s 10"
<get>

=*101">

<fiter>
<interfaces xmins="http://cisco.com/ns/yang/Cisco-IOS-XE-interfaces-oper”/>
</fier>

Example of making API calls over the NETCONF interface. A generation of the XML transmitted to

the APl interface was shown for enabling all interfaces.
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Received message from host
<?xml version="1.8" ?>

<data>
<interfaces xmlns="http://cisco.com/ns/yang/Cisco-I05-XE-interfaces-oper”>
<interface>
<name>AppGigabitEthernetl/a/1</name>
<interface-type>iana-iftype-ethernet-csmacde/interface- type>
<admin-status>if-state-up</admin-status>
<oper-status>if-oper-state-ready</oper-status>
<last-change>2021-03-12703:45:19,055+00:008</1ast - change>
<if-index>49</if-index>
<phys-address>a@: f6:49:15: 3e:a9</phys-address>
<speed>1000000000</ speed>
<statistics>
<discontinuity-time»>2021-03-12703:41:56+080:00</discontinuity-time>
<in-octets>798</in-octets>
<in-unicast-pkts>9</in-unicast-pkts>
-broadcast-pkts>9</in-broadcast-pkts>
<in-multicast-pkts>9</in-multicast-pkts>
<in-discards>0</in-discards>
<in-errors>f</in-errors>
<in-unknown-protos>@</in-unknown-protos>
<out-octets>7999475</out-octets>
<out-unicast-pkts>111111</out-unicast-pkts>
<out-broadcas I ERb IR I s t - pkts>
<out-multicast-pkts=B</out-multicast-pkts>
<out-discards>8</out-discards>
<out-errors>f</out-errors>
<rx-pps>@</rx-pps>
<rx-kbps=0</rx-kbps=>
<tx-pps>2</tx-pps>
<tx-kbps=1</tx-kbps>
<nuu-flaps>e<fnumlﬁlaps>
<in-cre-errors>@e¢/in-cre-errorss
<in-discards-64>0</in-discards-64>

A
=
=

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.6" xmins:nc="urn:ietf:params:xml:ns:netconf:base:1.8" message-id="urn:uuid:34214edf-abcl-4e27-838b-5fa22abbf705">

The generated XML was sent to the interface and the results were displayed. This was the same

data seen on the dashboard over time.
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10.2 RESTCONF

Using Postman to show collections so that customers can easily go and work with RESTCONF APIs.
Postman provides other pre-setup commands which were shown through live demonstration.

9300
xxxxxxxxxxxxxxxxxxx

et fO500%

API calls were pre-setup under All Operations > RESTCONF. ‘Read Native Hostname' sending a
GET request to the specified host and give back results as shown.
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11.0 RFC Performance Testing

The 9300X platform comes in both Copper and Fiber variants. On the Fiber, there are two models.
One model has 24 SFP ports of 10/25 GbE while the other has 12 SFP ports of 10/25 GbE. On the
Copper model variants, there are 48 port UPOE+, with all 48 port Multigigabit capable up to 10Gbps,
48 port Multigigabit data only model, 24 port UPOE+ with all 24 ports Multigigabit capable up to
10Gbps, and 48 port model with 8 ports of Multigigabit (up to 10Gbps) and 40 ports of Multigigabit
up to 5Gbps with all 48 ports UPOE+ capable.

The 9300X Platform supports higher stacking
bandwidth of up to 1TB compared to 480G on older

9300 models. This is a dedicated bandwidth used for One Logical Switch

sending traffic between the switches if they are  : o se—" s—" s—
1T D e (7 AR I (VRACH (RS KN TN AR M
stacked together. i i

Stacking architecture connects all switches together SSES SRS SRS SE
using a special cable on dedicated stack ports that
are located on the backs of the switch. Eight switches —_—— i
can be stacked together to act as a single logical ———
switch with a single control plane and distributed { T e ——
forwarding plane.

9300X only Stack
Stacking allows a consumer to manage and support (Fiber models only )

all switches from a single support console.

RFC tests were conducted on the below Fiber and Copper models including the stack to test the
throughput and latency data.

Catalyst 9300X-12Y:

The 12-port Fiber model has a single ASIC. It supports 12 ports of 10/25-Gb on the downlink ports
and up 200G uplink bandwidth ( different NM modules). This switch is capable of 500 GbE total.

Catalyst 9300X-24Y:

The 24-port model Fiber has dual ASIC's. It supports 24 ports of 10/25-Gb on the downlink ports
and up 400G of uplink bandwidth (different NM modules). This switch is capable of 1T total.

Catalyst 9300X-48HX:

The 48-port copper model has a dual ASIC's. It supports 48 ports of mGig (upto10G) on the downlink
ports and up 400G uplink bandwidth (different NM modules). This switch is capable of 1T total.

9300X port to ASIC mappings and Architecture diagrams can be found Cisco Catalyst 9300 Series

Switches Architecture White Paper
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11.1 RFC 2544

We conducted an RFC 2544 throughput test over Layer 2, IPv4 and IPv6 using the Spirent test tool
with all downlink ports connected across all packet sizes.

11.1.1 Cisco Catalyst 9300X-12Y

The following results were performed on the Cisco Catalyst 9300X-12Y.

Cisco Catalyst 9300X-12Y
RFC 2544 10/25G L2 Throughput

| I I I I I I I I I
0

1024 1280 1518 2048 4096 8192 9198

(0]
o

[e2)
o

N
o

THROUGHPUT(% LINE RATE)
B
o

Source: Miercom FRAME SIZE (BYTES)

Catalyst 9300X models are line rate starting 200 bytes. For Layer 2, Cisco Catalyst 9300X-12Y provided
100 percent line rate for frame sizes 256-bytes to 9198-bytes.

Cisco Catalyst 9300X-12Y
RFC 2544 10/25G Latency

4.5
4

3.5 f
3
25 —
2
1.5
1
0.5
0

Latency (micro seocnds)

frame size (bytes)
256 512 1024 1280 1518 2048 4096 8192 9198
e Avg Latency 2.86 2.84 291 2.95 3.02 2.92 3.04 2.59 2.57
== in Latency 2.65 2.65 2.53 2.53 2.64 2.55 2.55 2.59 2.57
e ax Latency  3.17 3.25 3.33 3.44 3.46 3.22 3.58 3.86 3.74

Source: Miercom

For Layer 2, Cisco Catalyst 9300-12Y had an average latency of 2.57 to 3.04 microseconds, depending
on the frame size.
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Cisco Catalyst 9300X-12Y
RFC 2544 10/25-GbE IPv4 Throughput

100
9
8
7
6
5
4
3
2
1

0

1024 1280 1518 2048 4096 8192 9198

THROUGHPUT (% LINE RATE)
O O O O O o o o

o

Source: Miercom FRAME SIZE (BYTES)

For IPv4, Cisco Catalyst 9300X-12Y provided 100 percent line rate for frame sizes 256-bytes to
9198-bytes.

Cisco Catalyst 9300X-12Y
RFC 2544 10/25-GbE IPv4 Latency

4.5
4
=2 ==
o 3
o
% 2.5
2
@} 2
= 1.5
>
5 1
= 0.5
< 0 FRAME SIZE (BYTES)
256 512 1024 1280 1518 2048 4096 8192 9198
e Avg Latency 2.9 2.9 2.94 2.99 3.05 291 2.99 3.01 2.98
=== Min Latency 2.68 2.68 2.59 2.6 2.63 2.66 2.6 2.61 2.63
e |\]ax Latency  3.19 3.3 3.37 3.43 3.54 3.25 3.48 3.81 3.82

Source: Miercom

For IPv4, Cisco Catalyst 9300X-12Y had an average latency of 2.90 to 3.05 microseconds, depending
on the frame size.
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Cisco Catalyst 9300X-12Y
RFC 2544 10/25-GbE IPv6 Throughput

100
9
8
7
6
5
4
3
2
1

0

1024 1280 1518 2048 4096 8192 9198
FRAME SIZE (BYTES)

THROUGHPUT (% LINE RATE)
O O O O o o o o o

Source: Miercom

For IPv6, Cisco Catalyst 9300X-12Y provided 100 percent line rate for frame sizes 256- to 9198-bytes.

Cisco Catalyst 9300X-12Y
RFC 2544 10/25-GbE IPv6 Latency

_ 4.5
8 4
% M
8 3.5 e
] 3
2
o 2.5
2 2
8]
s 1.5
= 1
S
0.5
0 FRAME SIZE (BYTES)
256 512 1024 1280 1518 2048 4096 8192 9198
e Avg Latency 2.89 2.86 2.92 2.96 3.04 2.9 2.98 3 3
e \in Latency  2.68 2.69 2.58 2.59 2.69 2.6 2.57 2.6 2.61

e Max Latency  3.29 3.16 3.36 3.38 3.61 3.28 3.45 3.76 3.85

Source: Miercom

For IPv6, Cisco Catalyst 9300X-12Y had an average latency of 2.86 to 3.00 microseconds, depending
on the frame size.
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Cisco Catalyst 9300X-12Y

RFC 2544 10/25-GbE IMIX Throughput

L2

IPv4 IPv6

PROTOCOL

For IMIX, the Cisco Catalyst 9300X-12Y had 100 percent line rate for Layer 2, IPv4 and IPv6 protocols.

LATENCY (MICROSECONDS)

Source: Miercom

45
4
3.5
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2.5
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1.5
1
0.5
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e Avg Latency
e |\in Latency

e [\ax Latency

Cisco Catalyst 9300X-12Y

RFC 2544 10/25-GbE IMIX Latency

PROTOCOL
L2 IPv4 IPv6
3.69 3.69 3.69
2.81 2.82 2.8
4.37 4.37 4.35

For IMIX, the Cisco Catalyst 9300X-12Y had an average latency of 3.69 microseconds for Layer 2, IPv4

and IPv6 protocols.
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11.1.2 Cisco Catalyst 9300X-24Y

The following results were performed on the Cisco Catalyst 9300X-24Y.

Cisco Catalyst 9300X-24Y
RFC 2544 10/25-GbE IPv4 Throughput

100
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8
7
6
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o

) FRAME SIZE (BYTES)
Source: Miercom

For IPv4, the Cisco Catalyst 9300X-24Y had line rate of 100 percent for frame sizes of 256 to 9198-bytes.

Cisco Catalyst 9300X-24Y
RFC 2544 10/25-GbE IPv4 Latency

_ 3.5

(%)

S 3

o

9 2.5

(%]

Q 2

(&)

S 1.5

> 1

=

o 0.5

< 0 FRAME SIZE (BYTES)

256 512 1024 1280 1518 2048 4096 8192 9198
@ Avg Latency  2.94 2.95 2.94 2.97 3.04 3.05 3.2 3.17 3.2
@ Min Latency  2.66 2.66 2.54 2.55 2.69 2.54 2.55 2.53 2.53
e Max Latency  3.36 3.36 3.36 3.4 3.46 3.47 3.66 3.66 3.66
Source: Miercom

For IPv4, the Cisco Catalyst 9300X-24Y had an average latency of 2.94 to 3.20 microseconds for frame
sizes 128 to 9198-bytes.
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Cisco Catalyst 9300X-24Y
RFC 2544 10/25-GbE IPv6 Throughput
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For IPv6, the Cisco Catalyst 9300X-24Y had 100 percent line rate for frame sizes 256 to 9198-bytes.

Cisco Catalyst 9300X-24Y
RFC 2544 10/25-GbE IPv6 Latency
4
_ 3.5
8
z 3
9 e
2 2.5
(%]
2 2
o
s 15
g 1
L
E 0.5
S . FRAME SIZE (BYTES)
256 512 1024 1280 1518 2048 4096 8192 9198
e Avg Latency  2.94 2.96 2.96 2.97 3.04 3.05 3.23 3.21 3.22
e Vlin Latency  2.63 2.64 2.53 2.54 2.74 2.54 2.53 2.54 2.56
s Vlax Latency  3.37 3.4 3.4 3.41 3.46 3.47 3.67 3.67 3.69
Source: Miercom

For IPv6, the Cisco Catalyst 9300X-24Y had an average latency of 2.94 to 3.23 microseconds for frame sizes
256 to 9198-bytes.
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RFC 2544 10/25-GbE IMIX Throughput
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PROTOCOL

For IMIX, the Cisco Catalyst 9300X-24Y had 100 percent line rate for Layer 2, IPv4 and IPv6 protocols.

LATENCY (MICROSECONDS)

= Min Latency
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Avg Latency

Max Latency

Source: Miercom

Cisco Catalyst 9300X-24Y
RFC 2544 10/25-GbE IMIX Latency

PROTOCOL
L2 IPv4 IPv6
3.69 3.69 3.60
2.82 2.81 2.81
4.29 4.34 4.26

For IMIX, the Cisco Catalyst 9300X-24Y had an average of 3.60 to 3.69 microseconds for Layer 2, IPv4 and IPv6

protocols.
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11.1.3 Cisco Catalyst 9300X-48HX

The following results were performed on the Cisco Catalyst C9300X-48HX
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Catalyst 9300X models are line rate starting 200 bytes. For Layer 2, Cisco Catalyst 9300X-48HX provided
100 percent line rate for frame sizes 256-bytes to 9198-bytes.
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Cisco Catalyst 9300X-48HX

RFC 2544 12 Latency
i
e
frame size (bytes)
256 512 1024 1280 1518 2048 4096 8192 9198
3.85 3.83 3.91 4.01 4.1 4.09 4.2 4.19 4.27
2.81 2.8 2.78 2.74 2.75 2.75 2.78 2.79 2.72
5.1 5.07 5.22 5.69 5.57 5.59 6.03 6.21 6.33

For Layer 2, Cisco Catalyst 9300X-48HX had an average latency of 3.83 to 4.27 microseconds,
depending on the frame size.
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RFC 2544 10/25-GbE IPv4 Throughput

Cisco Catalyst 9300X-48HX
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For IPv4, Cisco Catalyst 9300X-48HX provided 100 percent line rate for frame sizes 256-bytes to 9198-bytes.

LATENCY (MICROSECONDS)

Source: Miercom

A 00 o N

1
0

e Avg Latency
e Vin Latency

e [V]ax Latency

Cisco Catalyst 9300X-48HX

RFC 2544 |IPv4 Latency
FRAME SIZE (BYTES)
256 512 1024 1280 1518 2048 4096 8192 9198
3.86 3.84 3.93 3.98 4.12 4.16 4.18 42 431
2.82 2.82 2.79 2.75 2.75 2.8 2.79 2.8 2.72
5.08 5.08 5.27 5.37 5.66 5.8 5.92 6.07 6.33

For IPv4, Cisco Catalyst 9300X-48HX had an average latency of 3.84 to 4.31 microseconds, depending

on the frame s

ize.
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Cisco Catalyst 9300X-48HX
RFC 2544 IPv6 Throughput
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For IPv6, Cisco Catalyst 9300X-48HX provided 100 percent line rate for frame sizes 256-bytes to
9198-bytes.

Cisco Catalyst 9300X-48HX

RFC 2544 |Pv6 Latency
12
@
= 10
(@]
(@]
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(@]
o
':) /
s 6
&
© 4
i
S 2
0 FRAME SIZE (BYTES)
256 512 1024 1280 1518 2048 4096 8192 9198
@ Avg Latency  5.14 5.2 5.23 5.25 5.42 5.6 5.9 6.3 7.45
e Min Latency 4.7 4.75 4.63 4.64 4.66 4.67 4.7 4.79 4.85
e \lax Latency  6.75 6.71 6.69 6.72 6.83 6.98 8.87 9.9 10.43

Source: Miercom

For IPv6, Cisco Catalyst 9300X-48HX had an average latency of 5.14 to7.45 microseconds, depending
on the frame size.
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For IMIX, the Cisco Catalyst 9300X-48HX had 100 percent line rate for Layer 2, IPv4 and IPv6 protocols.
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Cisco Catalyst 9300X-48HX
RFC 2544 IMIX Latency

A_———"———————————
A_——"’————————————’

PROTOCOL
L2 IPv4 IPv6
7.69 7.71 12.4
2.72 2.71 4.69
13.58 13.47 17.48

For IMIX, the Cisco Catalyst 9300X-48HX had an average latency of 7.69 to 12.4 microseconds for
Layer 2, IPv4 and IPv6 protocols.
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1.1.4 Full Stack
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For Layer 2, the Cisco Catalyst 9300 full stack configuration had 100 percent line rate for frame sizes

64 to 9198-bytes.
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Cisco Catalyst 9300X Full Stack
RFC 2544 10/25-GbE L2 Latency
]
/
L ——————————
FRAME SIZE (BYTES)

64 128 256 512 1024 1280 1518 2048 4096 8192 9198
5.96 6.07 6.00 6.10 6.23 6.29 6.23 6.14 6.31 6.42 6.95
5.41 5.46 5.51 5.50 5.49 5.49 5.49 5.51 5.67 6.01 6.08

6.69 6.70 6.79 6.83 6.80 6.83 7.08 7.09 7.57

Max Latency  6.70 6.66

For Layer 2, the Cisco Catalyst 9300 full stack configuration had an average latency of 5.96 to 6.95

microseconds for 64 to 9198-bytes.
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About Miercom

Miercom has published hundreds of network product analyses in leading trade periodicals and
other publications. Miercom’s reputation as the leading, independent product test center is
undisputed.

Private test services available from Miercom include competitive product analyses, as well as
individual product evaluations. Miercom features comprehensive certification and test programs
including Certified Interoperable™, Certified Reliable™, Certified Secure™ and Certified Green™.
Products may also be evaluated under the Performance Verified™ program, the industry’s most
thorough and trusted assessment for product usability and performance.

Use of This Report

Every effort was made to ensure the accuracy of the data contained in this report, but errors and/or
oversights can occur. The information documented in this report may also rely on various test tools,
the accuracy of which is beyond our control. Furthermore, the document relies on certain
representations by the vendors that were reasonably verified by Miercom but beyond our control
to verify to 100 percent certainty.

This document is provided “as is,” by Miercom and gives no warranty, representation or
undertaking, whether express or implied, and accepts no legal responsibility, whether direct or
indirect, for the accuracy, completeness, usefulness, or suitability of any information contained in
this report.

All trademarks used in the document are owned by their respective owners. You agree not to use
any trademark in or as the whole or part of your own trademarks in connection with any activities,
products or services which are not ours, or in a manner which may be confusing, misleading, or
deceptive or in a manner that disparages us or our information, projects, or developments.

By downloading, circulating, or using this report in any way you agree to Miercom'’s Terms of Use.
For full disclosure of Miercom'’s terms, visit: https://miercom.com/tou.
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