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1.0 Executive Summary

High-performance networking systems have historically been divided into routing or
switching classes, with distinct hardware and software. Over time, this distinction has
become less pronounced. This convergence has occurred with the evolution of feature-rich
switching chips and routing chips that balance traditional Service Provider (SP)-class
capabilities with many benefits of switching Application-Specific Integrated Circuits (ASICs).

Cisco 8000 Series Routers complete this journey by delivering provider-class routing
functionality at unmatched density, performance, and power per bit. This enables Cisco 8000
Series Routers to be deployed into an unprecedented range of routing roles - all supported
with a single ASIC architecture for seamless operations, deployment, and qualification.

Cisco Systems engaged Miercom to validate the performance of its Cisco 8200 Fixed and
8800 Modular Series Routers. To verify data sheet specifications in a large-scale
environment, Miercom used the Spirent TestCenter system to replicate production
conditions, including protocols and traffic. To further validate those systems are a perfect fit
for core, peering and aggregation applications, high FIB scale along with traditional set of
features used for these roles (e.g QoS, ACL, NetFlow, uRPF) were also tested.

Miercom also verified the Cisco 8000 Series Routers ability to support dense 800G ports
through the line rate benchmark testing.

Key Findings:

e All platforms were able to achieve line rate performance with bi-directional traffic:
o 12.8Tbps for the 8201-32FH (32x 400GbE)
o 14.4Tbps for the 88-LC0-36FH-M (36x 400GbE) line card
o 28.8Tbps for the 88-LC1-36EH (36x 800G) line card
o 25.6Tbps for the 8111-32EH (32x 800G)

e On 8200 and 8800 Series Routers, activation of ingress & egress QoS, ingress &
egress ACL, NetFlow, and uRPF features were possible on all ports. Routers were
able to deliver line rate performance without packet loss.

e On the 88xx and 82xx hardware with High Bandwidth Memory (HBM), FIB was
programmed with up to 4M IPv4 routes or up to 3M IPv6 routes.

e For 800G-capable routers, all 800G ports could be activated and used
simultaneously without density penalty, leveraging full system capacity and
bandwidth.
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This validation helped demonstrate how the Cisco 8000 Series Routers have the capability to
redefine the economics of the Internet with massive density and scale. With Cisco's 800G
support and industry’s first shipping devices, networks can expect enhanced performance,
improved capacity, and unmatched flexibility to meet their ever-evolving demands.

Miercom has independently observed the
performance of the Cisco 8000 Series Routers and
awards the Miercom Performance Verified
certification in recognition of its proven superior
feature set and throughput performance.

Robert Smithers

CEO, Miercom
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2.0 Products Tested

2.1 Cisco 8800 Series Routers: 8808 w/ 88-LC0-36FH-M & 88-LC1-36EH line
cards

The Cisco 8800 Series Routers provides the highest bandwidth via modular chassis, with a
redundant control plane and switch fabric. This is made possible by a range of dense 100GbE,
400GbE, and 800G based line cards. Modular chassis form factors include the Cisco 8804,
8808, 8812, and 8818 chassis. Line cards are powered by Cisco Silicon One forwarding ASICs
and achieve high performance and bandwidth with line rate forwarding. Cisco 8800 Series
Routers support the full routing feature set with deep buffers and expanded FIB scale using
High Bandwidth Memory (HBM).

Cisco introduced 800G support with market-leading densities and space efficiency through
the industry’s first 28.8T line card. The 800G line card is supported in the Cisco 8800 Series
Routers, which can scale to 115T with 4-slot chassis, 230T with 8-slot chassis and more than
half a Petabit with the 18-slot chassis.

This new 88-LC1-36EH line card can support up to 36xQSFP-DD800 ports, which enables the
use of 2x 400GbE and 8x 100GbE optics delivering market-leading 100GbE and 400GbE
densities of 288x 100GbE and 72x 400GbE ports per slot.

For 400GbE performance validation, an 8808 chassis along with 88-LC0-36FH-M line card (36x
400GbE ports with MACsec) was used while 88-LC1-36EH line card (36x 800G ports) was used
for 800G performance validation.
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Figure 1: Cisco 88-LC0-36FH-M, 36x 400GbE Line
Card with MACsec
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Figure 3: Cisco 88-LC1-36EH, 36x 800G Line Card . . .
Figure 2: Cisco 8808 Series Router

2.2 Cisco 8200 Series Routers: 8201-32FH (32x 400GbE)

The Cisco 8200 Series Routers utilize Cisco’s Router-on-Chip (RoC) architecture to deliver full
routing functionality with a single ASIC per router. These fixed systems deliver up to 12.8
Tbps via 100GbE and 400GbE ports and are designed to support full routing feature set, deep
buffers and expanded FIB scale. To achieve similar bandwidth and scale, other industry
routers require multiple devices such as off-chip Ternary Content-Addressable Memory
(TCAMs), fabric ASICs, and multiple network processors. Cisco 8200 Series Routers use a
single Silicon One ASIC with HBM design without the need for off-chip TCAM.

Figure 4: Cisco 8201-32FH Router

Cisco 8201-32FH 1RU fixed form factor system with 32 ports of 400GbE was used for 400GbE
performance validation.
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2.3 Cisco 8100 Series Routers: 8111-32EH (32x 800G)

The Cisco 8100 Series builds upon the compact size, energy efficiency, and impressive
performance of the 8200 Series, tailoring it for data center fabric roles. As these roles do not
demand extensive forwarding scale and deep buffering capabilities, the Cisco 8100 Series
Routers are designed with ASICs that do not incorporate High Bandwidth Memory (HBM).

The 8111-32EH Fixed platform is the newest member of the Cisco 8100 Series Routers and
is used for 800G performance validation. It delivers low power, high performance, and
massive capacity of 25.6T in a compact 1 RU form factor. With ultra-fast QSFP-DD800 ports,
it can support 32xQSFP-DD800 ports providing 64x 400GbE interfaces.

Figure 5: Cisco 8111-32EH Router

3.0 Test Methodology

With Miercom'’s broad experience, several tests were designed to simulate demanding real-
world environments and provide an accurate assessment of Cisco 8000 Series Routers full
duplex performance.

Cisco 8000 Series Routers were validated with Spirent TestCenter to generate traffic from
multiple bidirectional 400GDbE test ports connected to the Device Under Test (DUT). For this,
two different testbeds were used to validate the 8200 and 8800 Series Routers running Cisco
10S XR version 7.10.1

A battery of tests was applied to each router to examine different aspects of the DUT.
Full duplex traffic consisted of IMIX profile using following packet sizes (Bytes) and weights:

o [MIXIPv4: 64B (3), 166B (16), 340B (6), 570B (5), 1300B (6), 1480B (16), 90008 (1)
o [MIXIPv6: 166B (16), 340B (6), 570B (5), 1300B (6), 1480B (16), 90008 (1)

This distribution aims to replicate Communication Service Providers’ traffic patterns and
packet sizes.
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Full Duplex Traffic

A total of 36 x 400GbE interfaces were used A total of 32 x 400GbE interfaces were used
to interconnect the 88-LC0-36FH-M line card to interconnect the 8201-32FH router with
with Spirent TestCenter. Spirent TestCenter.

For 800G benchmark of 8100 and 8800 Series Routers, two additional testbeds were used.
The aim was to demonstrate the baseline 800G line rate performance of 8111-32EH router

and 88-LC1-36EH line card. (see Figure 8 and Figure 9)
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A total of 72 x 400GbE interfaces were used 8111-32EH router was connected to form a
to interconnect the 88-LC1-36EH line card 400GbE snake setup. Spirent TestCenter
with Spirent TestCenter. Bi-directional was connected to DUT via two 400GbE
traffic was generated from every TGN port connection. Bi-directional traffic was sent
to the 88-LC1-36EH line card. through every port on the router via the

snake setup.

4.0 400GbE Baseline Performance

This test aims to benchmark routers raw performance in terms of bandwidth capacity and
system forwarding. In this test case, no features are used, no scale is simulated.

The performance test is done on both 8201-32FH router as well as 88-LC0-36FH-M line card
which are both powered by Silicon One Q200 ASIC. Full duplex IPv4 and IPv6 traffic is sent
from Spirent TestCenter to all 400GbE ports at 100% load with smallest packet size to reach
routers line rate without packet loss. This is often referred to as NDR (Non-Drop Rate).

Protocol System NDR Packet Result
Bandwidth (Bytes) Loss
(Tbps) )
8201-32FH IPv4 12.79 215 0% Pass
IPv6 12.79 215 0% Pass
88-LC0-36FH-M IPv4 14.39 170 0% Pass
IPv6 14.39 170 0% Pass
Table 1: Cisco 8000 Series Routers 400GbE Baseline Performance Results
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Both DUTSs can achieve line rate performance on all ports with an NDR of 170 Bytes for the
88-LCO-36FH-M line card and 215 Bytes for 8201-32FH router. Same values were observed
for both IPv4 and IPv6 traffic. This exceeds all real-life deployments requirements regardless
of position in the network.

5.0 800G Baseline Performance

Similarly to 400GbE performance, Miercom assessed Cisco 8000 Series Routers 800G
performance. The test is done on both 8111-32EH router as well as 88-LC1-36EH line card
which are powered by the Cisco Silicon One G100 and P100 ASICs respectively.

IPv4 and IPv6 traffic was sent from Spirent TestCenter to all 800G ports at 100% load to reach
routers line rate.

Protocol Traffic load Total System Packet Validation
per port Bandwidth Loss (%) Result
(Gbps) (Tbps)
8111-32EH IPv4/IPv6 799.99 25.59 0% Pass
88-LC1-36EH IPv4/IPv6 799.99 28.79 0% Pass

Table 2: Cisco 8000 Series Routers 800G Baseline Performance Results

Both the 8111-32EH fixed router as well as 88-LC1-36EH line card were able to achieve 800G
line rate performance on all ports. The 88-LC1-36EH line card demonstrated a 28.8 Tbps line
rate performance while 8111-32EH showed 25.6 Tbps system forwarding performance.

6.0 400GbE with Features Performance

While NDR matters to assess platform performance, it's also important to test systems in the
conditions they are used by network operators. For core, aggregation and peering
applications, a set of features are commonly applied and are part of best current operational
practices:

e Ingress & egress QoS: used to rate limit, mark, or remark specific traffic from
Internet or toward certain peers or to mitigate link congestion.

e Ingress & egress ACL: used to filter certain traffic (e.g., bogons) and accounting
purposes.

e NetFlow: used for DdoS detection and capacity planning.

e URPF: used to drop IP packets with spoofed source IP.

Perf Validation Cisco 8000 Series Routers 10 DR230428E
Copyright ©2024 Miercom 9 February 2024



Miercom tested simultaneous application of these features on all ports for both IPv4 and
IPv6 using IMIX traffic, evaluating their effect on DUT performance. No instances of packet
loss were observed, and the routers demonstrated the capability of achieving full-duplex
line-rate performance across all ports.

Ingress Ingress | Egress Ingress Egress | uRPF | Full Duplex | Packet

Netflow ACL ACL QoS QoS Bandwidth Loss
(Tbps)
8201-32FH Pass Pass Pass Pass Pass Pass 12.79 0%
88-LC0-36FH-M Pass Pass Pass Pass Pass Pass 14.39 0%

Table 3: Cisco 8000 Series Routers 400GbE Feature Performance Results

Miercom also noted that the added task of processing these features did not result in any
additional notable increase in latency. The additional latency to process all the features
simultaneously was in the range of hundreds of nanoseconds.

7.0 Route Scale Validation

Cisco 8000 Series Routers are designed to support significantly larger routing tables and FIB
scale. This is important for large-scale networks, Core, and Peering routers that need to
handle a substantial number of routes.

Cisco 8000 Series Routers use different Silicon One ASIC tables to store IPv4 and IPv6 prefixes.
By default, all IPv4 prefixes are installed into LPM (Longest Prefix Match) database. This is
the same for all IPv6 prefixes, except for IPv6 host addresses (/128) which are installed into
CEM (Central Exact Match) database. These databases combined provide extended IPv4 and
IPv6 prefixes scale. Default Cisco Silicon One Q200 FIB unidimensional scale is 3M IPv4
prefixes or 1M IPv6 prefixes.

The FIB scale has been expanded through the utilization of the hw-module profile. This
resulted in an increased capacity of 4M IPv4 prefixes or 3M IPv6 prefixes.

Using the Spirent TestCenter, Miercom validated unidimensional numbers. 4M IPv4 prefixes
were injected and installed into RIB and FIB. Similar test was conducted for IPv6 with 3M
prefixes injected and installed.

Protocol Prefixes Validation Result
Programmed
8201-32FH IPv4 4M Pass
88-LC0-36FH-M  |pyg 3M Pass

Table 4: Cisco 8000 Series Routers FIB Scale Validation Results
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The Cisco 8000 Series Routers effectively programmed prefixes in both the IPv4 and IPv6 FIB
tests. Although there's no pressing requirement considering the present BGP table size and
growth estimates, the showcased expansion of FIB scale capability indicates router’s
capability to handle even greater scales. This ultimately validates that the 8000 Series

Routers adequately address the current FIB demands and are prepared for prospective
growth.
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8.0 Conclusion

In this study, we have observed Cisco's remarkable convergence of feature-rich switching and routing
chips, along with traditional Service Provider (SP) class capabilities through Application Specific
Integrated Circuits (ASICs). The Cisco 8000 Series Routers stand out by delivering provider-class
routing functionality with unparalleled density, performance, and power, enabling their deployment
in diverse and innovative roles, all supported with a single silicon architecture and OS.

Impressive 400GbE line rate performance has been achieved with bi-directional traffic, reaching
12.8Tbps for the 8201-32FH and 14.4Tbps for the 88-LCO-36FH-M line card. The activation of various
features such as ingress and egress QoS, ingress and egress ACL, NetFlow, and uRPF on all ports with
IPv4 and IPv6 traffic streams has been proven, demonstrating seamless functionality without any
packet loss or significant latency, while maintaining the full-duplex line rate performance on both
systems.

The Cisco 8000 Series Routers' FIB has been scaled up to 4M for IPv4 routes, 3M for IPv6 routes,
validating support for high scale FIB demands of today and sufficient growth margins for future needs.

Miercom has further confirmed the routers' capability to support dense 800G ports through line rate
benchmark testing of the 8111-32EH router and 88-LC1-36EH line card. Remarkably, these routers
achieved 800G line rate performance per-port with bi-directional IPv4 and IPv6 traffic, delivering an
impressive 25.6 Tbps for the 8111-32EH and 28.8 Tbps for the 88-LC1-36EH.

These tests have convincingly demonstrated how the Cisco 8000 Series Routers can revolutionize the
economics of the Internet offering massive density and scale with their existing 400GbE portfolio. The
introduction of Cisco's 800G support brings even more promise, promising enhanced performance,
improved capacity, and unparalleled flexibility to meet the ever-evolving demands of modern
networks.
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9.0 About Miercom

Miercom has published hundreds of network product analyses in leading trade periodicals
and other publications. Miercom’s reputation as the leading, independent product test
center is undisputed. Private test services available from Miercom include competitive
product analyses, as well as individual product evaluations. Miercom features
comprehensive certification and test programs including Certified Interoperable, Certified
Reliable, Certified Secure and Certified Green. Products may also be evaluated under the
Performance Verified program, the industry’s most thorough and trusted assessment for
product usability and performance.

10.0 Customer Use and Evaluation

We encourage customers to do their own product trials, as tests are based on the average
environment and do not reflect every deployment scenario. We offer consulting services and
engineering assistance for any customer who wishes to perform an on-site evaluation.

11.0 Use of This Report

Every effort was made to ensure the accuracy of the data contained in this report but errors
and/or oversights can occur. The information documented in this report may also rely on
various test tools, the accuracy of which is beyond our control. Furthermore, the document
relies on certain representations by the vendors that were reasonably verified by Miercom
but beyond our control to verify to 100 percent certainty. This document is provided “as is,”
by Miercom and gives no warranty, representation or undertaking, whether express or
implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy,
completeness, usefulness, or suitability of any information contained in this report. All
trademarks used in the document are owned by their respective owners. You agree not to
use any trademark in or as the whole or part of your own trademarks in connection with any
activities, products or services which are not ours, or in a manner which may be confusing,
misleading, or deceptive or in a manner that disparages us or our information, projects, or
developments. By downloading, circulating, or using this report this report in any way you
agree to Miercom’s Terms of Use. For full disclosure of Miercom’s terms, visit:
https://miercom.com/tou.
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