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Key findings and conclusions:

e Dialogic Session Border Controller maintained a
maximum of 32,000 simultaneous calls while under an
INVITE flood attack

e BorderNet 4000 achieved 600 cps, without dropping calls
and maintaining a 25% CPU utilization

e Withstood a 72 hour INVITE flood attack with normal
baseline call traffic

e Maintained call functionality while being attacked with
malformed SIP messages

e Maximum system uptime achieved with redundant
signaling/media, management and HA interfaces

the BorderNet 4000 Session Border Controller (SBC). The

BorderNet 4000 SBC was evaluated for performance, scalability
and resiliency to DoS and mutation attacks. BorderNet 4000 was able
to achieve the performance targets and fend off attack traffic with
no loss of system functionality or performance, and little impact on
system resources.

The BorderNet 4000 comes with four redundant (1 + 1) GE Signaling
and Media interfaces that provide link, port and card level redundancy,
in addition to four Management and HA interfaces. Box-to-box HA is
supported using primary/secondary configuration. It also provides dual
hot swappable hard disks and dual hot swappable power supply. The
platform supports up to 64,000 endpoints and 32,000 concurrent SIP
sessions using multi-core processors. All configuration, management
and system monitoring tasks are performed using a well designed Web

Dialogic engaged Miercom to conduct an evaluation of

Figure 1: Dialogic BorderNet 4000 SBC Web Ul Screen
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The BorderNet 4000 SBC was equipped with an easy to use Web UI,
displaying system indicators on the home screen for monitoring.



Ul. All vital signs are presented in an easy-to-
read dashboard, and diagnostic tools include
integrated Wireshark functionality.

Base Load and Attack

Resiliency and security capabilities of the SBC
were tested by subjecting it to various SIP
attacks while processing legitimate SIP traffic.
The BorderNet Web Ul was monitored to verify
that the attacks did not disrupt the system and
call processing remained active. Test results
were analyzed after each attack. There was no
packet loss and minimal latency values were
maintained. There was no impact on existing
calls, nor any impact on establishing new calls.
The BorderNet Web Ul verified there were no
system failovers and showed minimal impact on
CPU and memory utilization. In these tests, the
attack rate ranged from 500 to 6,000 cps and
legitimate SIP traffic was 250 cps.

During attack sessions described below, there
was a 3% to 4% increase in memory utilization
and an 8% to 20% increase in CPU utilization.
Essentially, the BorderNet 4000 SBC does not
require much additional memory to process the
attacks with legitimate SIP traffic.

SIP INVITE Flood from Invalid Peers A SIP
INVITE flood can cause undesirable behavior in
a system that is misconfigured or has flawed

architecture. The SIPp open source tool was
coded with an attack rate of 6,000 cps. While the
attacks were attempted, legitimate SIP traffic
was established at a rate of 250 cps.

With 32,000 concurrent calls processed,
legitimate SIP traffic was unaffected by the SIP
INVITE flood. No packet loss was detected
and latency values were low on the SIP calls.
CPU and memory utilization were 7.62% and 4%
higher than idle. BorderNet 4000 SBC uses built
in security measures to detect the false SIP
INVITEsS.

SIP INVITE Spoof Flood The SIP INVITE spoof
flood attempts to overload the SBC with INVITE
messages, spoofing IP addresses of legitimate
SIP devices. Legitimate SIP traffic was
monitored to ensure established calls remained
connected and new calls could be made. The
SIP INVITE spoof sent traffic at a rate of 500
cps, with legitimate call traffic running
simultaneously at 250 cps.

All legitimate SIP traffic was unaffected by the
INVITE spoof flood. The BorderNet 4000 SBC
maintained full system operation without
dropping any good calls and while establishing
new calls. However, BorderNet 4000 SBC
dynamically blacklisted a peer that was attacking
the system with INVITE spoof for the duration
specified in the configuration profile. No packet
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BorderNet 4000 SBC used minimal system resources even while subjected to a battery of malicious SIP
message attacks while leaitimate SIP traffic was applied.
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loss was detected. Media latency was .062ms,
0 jitter and call setup latency was 1.20ms. CPU
usage increased by 12.6% and memory usage
increased by 4%.

SIP Response Flood The SIP Response flood
attack attempts to disrupt the operation of the
BorderNet 4000 SBC by sending Response
messages. An improper configuration on the SBC
would accept these messages and cause the
system to fail, dropping legitimate calls. The
Response flood was coded with an attack rate of
3,000 cps, and legitimate SIP traffic of 250 cps.

All calls, new and existing, were maintained. No
packet loss was detected and the system was
stable. Latency for media was .063ms, O jitter and
call setup was 1.71ms. The SBC maintained
minimal system resources, with 11.28% increase
in CPU and 4% increase in memory from idle
conditions.

SIP Response Spoof Flood The SIP Response
spoof flood sends Response messages that look
as if they are coming from legitimate SIP devices
that have been spoofed. The attack rate was
configured to send 500 cps with 250 legitimate
SIP cps.

The spoofed Response flood did not disrupt the
SBC operation, all active and new calls were

connected. No packet loss was detected. Media
latency was .062ms, call setup latency was
1.18ms and jitter was 0. CPU utilization and
memory increased by 12.98% and 4%
respectively. MOS score was 3.87 and R-Factor
of 76.1 when a G723.1 codec was used. With the
G711U codec, MOS score was 4.54 with an R-
Factor of 92.5. There was no voice degradation
observed with either codec when the SBC peered
the calls. See Table 1 on page 4.

Rogue RTP Attack Rogue RTP attack attempts
to manipulate active RTP streams to disrupt
communication of legitimate SIP calls. The
BorderNet 4000 SBC was completely resilient to
the rogue RTP attack of 175,000 packets per
second and did not drop any active calls. There
was no packet loss detected, media latency was
.062ms, 0 jitter and call setup latency was
1.19ms. CPU and memory utilization increased
by 19.74% and 3%, respectively.

See Figure 2 on page 2 for CPU and memory
usage of the BorderNet 4000 SBC. Figure 3
shows media and call setup latency.

72-Hour INVITE Flood

To test the robustness of the system, the SBC
was subjected to a 72-hour INVITE flood attack,
while legitimate SIP calls were running. We were

Figure 3: Dialogic BorderNet 4000 Media and Call Setup Latency
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BorderNet 4000 SBC maintained low media and call setup latency values for all SIP calls while under
various attacks.
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Table 1: Comparative Voice Quality using
Different Codecs

CODEC G711U G723
R-Factor 92.5 76.1
MOS 4.54 3.87
Packet Loss 0 0
Delay 0.064ms 0.06ms
Jitter 0 0

interested to see what effects a long duration
attack would have on the system, pertaining to
packet loss, latency values and system
resource utilization. SIPp was configured to
send the INVITE flood at 3,000 cps for the
72-hour test. Legitimate SIP traffic was sent at
250 cps.

66 million total successful calls were placed
through the BorderNet 4000 SBC while
subjected to the INVITE flood. No packet loss
was recorded. Media latency was .063ms and
call setup latency was 1.16ms. CPU utilization
increased by 11.08% and memory increased
by 4%.

The BorderNet 4000 is a robust and resilient
SBC, capable of successfully processing
millions of calls while being attacked with a SIP
INVITE flood. It is able to maintain low latency
levels, while using minimal system resources to
process all legitimate calls and attacks.

Survivability Test

The survivability of the BorderNet 4000 SBC
was tested by being subjected to DoS attacks
and various SIP protocol mutations. During
these attacks, the BorderNet Web Ul was
monitored to ensure the primary system did not
failover to the secondary system and legitimate
SIP traffic remained connected. The SBC did
not drop any calls, maintained low media
latency, call setup latency and R-Factor. CPU
and memory utilization was monitored via the
Web Ul to show the impact the attacks had on
system resources. All attacks in this section
were generated by Mu Studio Security.

Ping of Death The Ping of Death stresses the
resiliency of the SBC by sending 100,000
packets per second for ten minutes. If the attack
is not blocked, the system can become

unusable and calls will be dropped until the attack
stops. The Ping of Death attack was thwarted by
the BorderNet's built-in firewall, which is set by
default to block this type of attack. SIP calls were
unaffected by the attack and maintained low
latency levels. BorderNet used 0.77% more CPU
and 4% more memory when compared to idle.

SIP Torture Test The SIP Torture test attempts
to exploit vulnerabilities in the handling of SIP
traffic that has been deliberately modified to cause
abnormal handling of SIP traffic. The attack did
not cause any outages on the SBC and calls were
processed normally. The BorderNet 4000 SBC
was resilient to this attack and maintained
connected calls and could process new calls.
System resources were kept to a minimum where
CPU utilization increased by 0.77% and memory
increased by 4% from idle.

SIP Malformed Packets Additionally, SIP
Options, Invite-Cancel and Invite-Bye protocol
mutations were run against the SBC to ensure call
processing without failure. In total there were
240,088 protocol mutations run against the
BorderNet 4000 SBC during an 11.5 hour runtime.

During the protocol mutation attacks, the SBC
maintained full system operation without dropping
any calls or failing over to the secondary system.
System resources were kept low with 0.92%
increase in CPU utilization and 5% increase in
memory for the Options test, and 2.05% increase
in CPU and no increase in memory for the Invite-
Cancel and Invite-Bye test.

Overall, the BorderNet 4000 SBC is resilient to
DoS and protocol mutation attacks. The SBC is
able to maintain normal system functionality
during the attacks, preserving connected calls and
processing new calls without failures.

Wireshark Integration

Dialogic provides fully integrated Wireshark
functionality, accessible from the plug-ins menu
on the BorderNet 4000 SBC. Administrators can
configure a remote packet capture within
Wireshark. This feature is completely secure and
only allows authorized users to set up the remote
packet capture. All the standard features of
Wireshark are included in the plug-in. Traffic
filters built into the remote capture allows
administrator to choose the type of SIP traffic
to capture.
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Configuration Management

A unigue and easy to understand Web Ul is part
of the BorderNet 4000 SBC. All configuration,
management and monitoring functions can be
accessed from this interface. A dashboard
provides single screen information for all vital
statistics of the system, displaying overall health
at a glance. Utilization of memory and CPU is
displayed graphically, and the number of current
sessions and calls per second is reported
numerically. License capacity of endpoints,
current bandwidth, and port utilization are also
displayed. Tabs labeled Diagnostics,
Application, System, and Software provide
access to additional functions.

SIP Profiler

SIP header and body manipulation is performed
in real-time. This feature resolves endpoint
incompatibilities when different IP PBXs are
deployed in the network. It is also required
when interoperating with certain carriers. The
ability to perform these header manipulations
in real-time without impacting latency or
degrading system performance shows the
robustness and processing performance of the
system architecture.

This feature was tested by using Wireshark. A
call load was applied, and the SIP header was
analyzed. In addition, the impact on call latency
and system resources was noted and recorded.
CPU and memory usage were unaffected,
and call setup latency was observed to be
1.24ms. The SIP Profiler performs real-time
manipulation of 32,000 concurrent calls at a rate
of 600 cps.

SIP Profiler can also be created and edited
using a Ul. For complex manipulations, an
operator can create profiler XML and upload to
the BorderNet 4000 system.

HA Failover

For the service provider scenarios in which the
BorderNet 4000 SBC is intended to be
deployed, high availabilty is a key
consideration. This system provides link, port
and card level HA redundancy, as well as box-
to-box redundancy. This redundancy provides
protection in the event of failure, as well as a
means to perform system software upgrades
without incurring downtime. To verify the

resiliency of the system, we performed a high
availability failover. After placing active voice
calls, the system was failed over from the
primary to the secondary device by using the
failover button in the management Ul. No impact
on call audio was observed, and the calls
remained up. Failback to the primary device also
did not produce any noticeable impact on calls.

Software Upgrade

The BorderNet 4000 SBC in an HA configuration
supports software upgrades, while remaining in
service, with no downtime experienced by end
users. Verification of this feature was performed
by using the management Ul to issue a software
update to the redundant device in an HA
configuration. An active call load was sent to the
SBC. The secondary device was updated from
the management Ul, and once the software
update was completed, the primary device was
failed over. With the secondary device now
processing calls, the primary device software
was updated. Finally, the system was failed back
to the primary device, such that the entire system
had been upgraded without any impact observed
on call processing.

Bottom Line

The Dialogic BorderNet 4000 SBC delivered
impressive performance and proved impervious
to attempts to compromise its performance with
attack traffic. It successfully maintained 32,000
concurrent sessions at 250 cps with no dropped
calls while being subjected to various attacks.
BorderNet 4000 SBC achieved 600 cps, without
dropping calls and maintaining a 25% CPU
utilization. The wuniqgue Web management
interface provides complete control of all system
functions, eliminating the need for CLI
management. The Ul was carefully designed to
maximize IT resource efficiency, minimizing the
learning curve for administrators. The
architecture of the BorderNet 4000 SBC proved
resilient in a sustained 72-hour attack test.
Critical system uptime is provided by link
redundancy and box-to-box HA redundancy.
Failover is achieved with no impact on calls in
progress. SIP Profiler performs real-time SIP
header manipulation of 32,000 concurrent calls
at a rate of 600 cps.

We are proud to announce that the BorderNet
4000 SBC has earned the Performance Verified
award.

[@ 2012 Miercom

Dialogic BorderNet 4000 SBC Page 5 ]




Test Bed Dlag ram EXFO QA-604

VolP and IMS test platform

Media and Signaling
t

BorderNet 4000 |||
Primary

BorderNet 4000 Cisco 3560-E Switch
Secondary

Media and Signaling

SIPp
SIP Traffic Generator

Monitoring Interface

Source: Miercom, March 2012 Mu Studio Security O MU DyﬂOmlCS

How We Did It

The Dialogic BorderNet 4000 SBC was presented in a redundant box-to-box HA configuration, with the
primary device handling call processing and a secondary device tracking calls ready to perform a hot
failover. Both devices in the system were running software version BN4000-1.0.0-034a. Each BorderNet
4000 SBC was connected to the Cisco 3560-E series switch using four interfaces. The switch also
provided access for the SIP traffic generators and the attack platforms, as well as the monitoring interface.

Baseline SIP call traffic was generated using an EXFO QA-604 VolP and IMS Test Platform running
version 8.7.0.7. Four interfaces on the QA-604 were used to drive traffic to the BorderNet 4000 SBC. The
QA-604 was also used to generate rogue RTP attacks.

To generate attack flood traffic, SIPp, an open-source tool, was utilized.

Mu Studio Security was used to perform SIP protocol mutations, SIP torture test, and Ping of Death
attacks.

Mu Studio Security (www.mudynamics.com) provides a complete service assurance solution for
determining the reliability, availability and security of IP-based applications and services. The Mu solution
is highly automated, with lights-out fault isolation. Mu Studio Security speeds the remediation of software
flaws by providing actionable reports and complete data on any faults. Mu-based testing is managed via a
variety of interfaces, including its highly visual web-based graphical user interface or remotely controlled
using REST- or XML-based APIs for integration into common laboratory automation frameworks such as
HPQC or STAF.

The tests in this report are intended to be reproducible for customers who wish to recreate them with the
appropriate test and measurement equipment. Miercom recommends customers conduct their own needs
analysis and testing specifically for the expected environment for the product deployment before making a
product selection. Current or prospective customers interested in repeating these results may contact
reviews@miercom.com to receive assistance from Miercom professional services to conduct these tests.
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Miercom Performance Verified

The performance of Dialogic BorderNet 4000 Session
Border Controller was verified by Miercom. In hands-on
testing, Dialogic was able to:

¢ Maintain 32,000 calls while withstanding multiple SIP
attack suites

e Show high availability through system failover and
software upgrades

¢ Provide a Web GUI interface for simplified configuration,
management and monitoring

e Survive a 72-hour attack without dropping calls

w—= Dialegic

BorderNet 4000
Session Border Controller

Dialogic Inc.

1504 McCarthy Boulevard
Milpitas, CA 95035-7405
1-800-755-4444
www.dialogic.com

About Miercom’s Product Testing Services

Miercom has hundreds of product-comparison analyses
published over the years in leading network trade
periodicals  including  Network  World, Business
Communications Review, Tech Web - Noditter,
Communications News, xchange, Internet Telephony and
other leading publications. Miercom’s reputation as the
leading, independent product test center is unquestioned.

Miercom’s private test services include competitive product
analyses, as well as individual product evaluations.
Miercom features comprehensive certification and test
programs including: Certified Interoperable, Certified
Reliable, Certified Secure and Certified Green. Products
may also be evaluated under the NetWORKS As
Advertised program, the industry’s most thorough and
trusted assessment for product usability and performance.

Miercom

Report SR120308 reviews@miercom.com  Www.Mmiercom.com
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consider electronic distribution

Product names or services mentioned in this report are registered trademarks of their respective owners. Miercom makes every effort to ensure that
information contained within our reports is accurate and complete, but is not liable for any errors, inaccuracies or omissions. Miercom is not liable for
damages arising out of or related to the information contained within this report. Consult with professional services such as Miercom Consulting for

specific customer needs analysis.

[@ 2012 Miercom Dialogic BorderNet 4000 SBC

Page 7 ]




