
                         
                                                                                                                                                                                                   
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lab Testing 
Summary 

Report 

Key findings and conclusions: 
• Multicore design delivers Gigabit throughput and 

performance 38% higher than Industry Average 

• NSA E7500 is 30% more effective than the Industry Average 
for competitive UTM products  

• Complete UTM solution offers Intrusion Detection System/ 
Intrusion Prevention System, Gateway Antivirus/AntiSpam 
and Web URL filtering 

• Easy configuration and management of security protection 
policies and zone access rules allows rapid and effective 
deployment 
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blocking ability, detection effectiveness throughput and vulnerability of the 
NSA E7500 appliance. The lure of UTM is strong today, as companies and 
their network administrators struggle to cope with ever-intensifying security 
threats, while maintaining management of IT hardware and software 
expansion. SonicWALL contends their all-in-one approach to security 
breeches offers more comprehensive protection, easier management and 
significantly helps customers improve on their Return on Investment (ROI), 
than standalone security applications.  

To meet the definition of a UTM appliance for testing, a device had to 
include a Stateful Firewall (FW), Intrusion Detection (IDS), some form of 
Intrusion Prevention (IPS), AntiSpam (ASP) and Gateway Antivirus 
(GAV), and utilize all these functions simultaneously. (continued page 3)

S onicWALL’s Network Security Appliance (NSA) E7500 was 
evaluated by Miercom in the Unified Threat Management Industry 
Assessment. Specific areas examined in this review include the 

 
Figure 1 UTM Appliance Throughput 
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SonicWALL NSA E7500 delivered 38% higher throughput with services 
enabled compared to competitive products evaluated in the Miercom 2009
UTM Industry Assessment. Throughput is represented as a percentage of 
1Gbps applied load. Note that throughput results may vary, based on the 
traffic profile 

Throughput with incremental services enabled for the SonicWALL NSA 
E7500 UTM appliance, compared to the Industry Average 
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How We Did It 
The purpose of this security testing was to determine the overall effectiveness, as well as throughput capacity of the 
SonicWALL NSA E7500.The appliance was evaluated to prove its ability to prevent and block external attacks from 
outside the network and to defend against internal attacks coming from behind the LAN firewall or trusted side of the 
network. Using Cisco 3560G switches with VLANs, we created a test network with LAN and WAN zones to simulate a 
typical client-server network. 

Traffic Generation: Test control scripts were created using Ixia’s IxLoad. The Ixia XM12 Traffic Generator was used 
to generate a mix of HTTP, FTP and SMTP traffic. HTTP traffic included three sessions of HTTP GET, with a page size 
of 512K. SMTP traffic contained three sessions, with 10 mail messages each, and each message consisted of 4K 
bytes of plain text. FTP traffic included three sessions; each session performed FTP GET of a 1M byte file. The traffic 
streams were then aggregated (four ports of generated traffic to one port on the DUT- to achieve full load) and passed 
through the UTM device 

Security: We used the Mu Test Suite (www.MuDynamics.com) to perform security effectiveness assessments. The 
unit tests a UTM's ability to protect a network from threats with published signatures, even before endpoint patches to 
guard against them are applied. The Mu Dynamics 4000 PVA subscription distills information from the most recently 
discovered root-cause vulnerabilities into test cases that target the vulnerabilities that lie behind thousands of unique 
exploit vectors. 
In addition, the security assessment was conducted with Ixia’s (www.ixiacom.com) IxDefend. It was used to generate 
exploits and attacks. Ixia’s IxDefend is an advanced security assessment tool that can quickly find quality, resiliency, 
and security exposures across the broadest array of applications. It provides identification of known and zero-day 
threats in even the most hardened and complex protocol implementations. IxDefend tests over 40 protocols from link 
layer communications all the way up to application protocols. Each protocol in each bundle includes thousands 
of tests, each with its own detailed online documentation. IxDefend’s tests provide the deepest possible 
protocol coverage. 
We used Ixia’s IxLoad to generate the HTTP and FTP traffic to the NSA E7500. IxLoad is a scalable solution for testing 
converged multi-play services and application delivery platforms. IxLoad emulates data, voice, and video subscribers 
and associated protocols for performance testing.  
Using the Miercom in-house security and threat vulnerability suite, we implemented a series of proprietary exploits and 
virus infected traffic. We transferred clean and infected zip files (190 MB and 450 MB) via FTP and CIFS to verify that 
the UTM devices under test were able to scan a large compressed archive, and detect and block infected files. 

 

IxDefend 
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(continued from page 1) Miercom reviewed 
appliances from four vendors: FortiGate 3016B
from Fortinet, SSG-550 from Juniper Networks, 
NSA E7500 from SonicWALL and the Firebox
Peak X 8500e UTM Bundle from WatchGuard
Technologies. These vendors were selected
because they offer complete UTM security solutions
for the enterprise market, and have a 
significant market share of security threat
systems.  See Figure 3 on page 5 for complete
product description. 

Testing focused on both the effectiveness of the
UTM appliance as well as performance
throughput. The tests were designed to stress the
filtering capabilities of the appliances and
determine if there was an impact on network 
throughput. An assessment of the varying
capabilities and differences between products
included the number of nodes supported, types of
security provided, whether firmware upgrades
were allowed, and other feature sets. 

Security and Management 

The UTM appliances tested approach threat
detection in unique ways. Each differs in UTM 
component integration, policy configuration and
modification, reporting and traffic monitoring. 

Important factors to consider when deploying
UTM technology are speed and network
performance when all services are activated. The 
tests proved that activation of services – antivirus
in particular – decreased throughput substantially.
The appliances’ management and administration
interfaces were analyzed for effectiveness and
intuitiveness in design.  

UTMs can be far from plug and play, with
frustrating snags and glitches cropping up
during installation. The SonicWALL NSA
E7500 had a well laid out management screen.
It was “easy to see-at at glance” for interface
settings and configuration. Simplifying
management enables users to deploy policies
for network zones and continue using the
appliance for network security.  

Comprehensive security provision puts stress on
the hardware of the UTM device, especially at
enterprise-level demand. Three of the four
tested units failed to block many of the security
threats delivered by the test systems.  

 SonicWALL’s NSA E7500 handled network traffic 
both with and without countermeasure features 
enabled. Since none of the devices tested stopped 
all threats, or produced full line rate network 
protection, enterprises may consider employing 
separate network and endpoint security applications.  

Architecture 
The enterprise-class NSA E7500 relies on 16 
parallel performance processing cores. The 
device, capable of handling unlimited users, one 
million concurrent sessions and 25,000 new 
sessions per second, is marketed for use in 
campus networks, distributed environments and 
data centers. 

Multicore design of the NSA E7500 provides easy 
creation and configuration of policies and rules, 
enabling rapid deployment of security solution. 
The unit is capable of reaching up to 5.6 Gbps 
throughput with the firewall enabled, 2.58 with IPS, 
1.85 Gbps throughput with antivirus and 1.7 Gbps 
general UTM throughput.  

The NSA E7500 provides IPS and IDS, AV, ASP, 
FW and URL filtering. The UTM is designed to 
protect against spyware, Trojans, viruses, buffer 
overflows, SQL injections, instant messaging and 
peer-to-peer (P2P) file usage policy violations.  

SonicWALL approaches the creation of policy 
rules for network security zones from more of a 
building-block basis, whereby the network 
administrator can create objects, assign the 
objects to a group and then assign a policy that 
incorporates those group elements.  

The NSA E7500 comes with four Gigabit Ethernet 
copper interfaces, four high-speed configurable 
small form-factor pluggable (SFP) ports, one 
Gigabit Ethernet high-availability port and secure 
wireless LAN functionality. The unit supports up to 
512 VLANs. 

Threat signature updates and new signatures on 
the NSA E7500 are automatically checked daily 
during log-in, provided the UTM’s license is 
current.  

The SonicWALL’s intrusion detection and 
prevention abilities include digital rights 
management, P2P and instant messaging 
controls. The device IPS shields against up to 
3,500 known content and network-based threats 
and against 22 classes of Denial of Service (DoS) 
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and Distributed Denial of Service (DDoS) attacks. 
In addition, the Gateway Anti-Virus (GAV) engine 
scans up to 21,000 threats. Reliability of power is 
provided by the redundant hot-swappable power 
supplies and fans. The SonicWALL NSA E7500 is 
a fixed port configuration and is not expandable. 

Administration and control of the SonicWALL UTM 
is provided by both a browser-enabled graphical 
interface, and the vendor’s Global Management 
System (GMS), providing a number of tools to 
centrally manage the NSA E7500 across 
distributed enterprises. The management interface 
presents real-time monitoring metrics, allows for 
integration of policies for compliance reporting, 
offering command-line input and console access 
with captured information entered into a time-
stamped log. 

Performance 

Miercom lab tests found the appliance attained the 
desired 1-Gbps throughput with the stateful 
firewall enabled. When the IPS and the firewall 
were turned on, the box managed 824 Mbps. 
Switching off the IPS and activating the antivirus 
yielded a throughput of 627 Mbps, and turning on 
the firewall, the IPS and the antivirus decreased 
the throughput to 475 Mbps. In comparison, with 

the firewall and IPS enabled, Juniper only 
managed 179 Mbps and Fortinet 274 Mbps.  The 
NSA E7500 proved more capable where it 
counts, compared to these competitive boxes.  

The E7500 blocked 92.4 percent of the threats 
generated by a Mu Dynamics PVA test and 87.5 
percent of those by IxDefend.  This compares 
with the 92% and 44% of blocked threats 
obtained from Fortinet. Juniper’s SSG-550 only 
blocks 48% of the threats generated by the 
IxDefend test suite, significantly lower than 
SonicWALL’s performance. SonicWALL’s NSA 
E7500 offers the best throughput performance 
across the board, regardless of the services 
enabled, achieving an average advantage of 307 
Mbps. As with the other devices, however, 
throughput was not consistent with all services 
enabled. Using Miercom’s traffic profile, these 
results represent only one testing criteria. Note 
that throughput results may vary, based on the 
traffic profile. 

As a part of Miercom’s own security testing suite 
the UTMs scans a 200 MB AV-testing file.  The 
Juniper SSG-550 was the only UTM not capable 
of scanning a 200 MB file. It could scan files 
under 30 MB without difficulty, but it was unable 
to scan files larger than 30 MB. 

Figure 2  UTM Appliance Effectiveness 

SonicWALL NSA E7500
proved 30% more
effective in protocol 
fuzzing than competitive 
products in this class in
independent lab testing
conducted by Miercom.  
 

This chart illustrates the Vulnerability Effectiveness for the SonicWALL NSA E7500 UTM appliance compared to the 
Industry Average of four leading industry UTM products.  
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Figure 3  UTM Appliance Comparison 
Vulnerability Detection Effectiveness for the SonicWALL NSA E7500 UTM appliance compared to three leading 
competitors UTM products 

Source: Miercom UTM Industry Assessment 2008 published in Communications News Magazine, December 2008 
www.comnews.com 
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 Hundreds of product-comparison analyses have been 
published over the years in such leading network trade 
periodicals as Network World, Business Communications 
Review - NoJitter, Communications News, xchange, Internet 
Telephony and other leading publications. Miercom’s 
reputation as the leading, independent product test center is 
unquestioned.  
 
Miercom’s private test services include competitive product 
analyses, as well as individual product evaluations. Miercom 
features comprehensive certification and test programs 
including:  Certified Interoperable, Certified Reliable, Certified 
Secure and Certified Green.  Products may also be evaluated 
under the NetWORKS As Advertised program, the industry’s 
most thorough and trusted assessment for product usability 
and performance.  
  

3 Before printing, please 
consider electronic distribution 

 

About Miercom’s Product Testing Services 

Miercom Performance Verified Award 
 
Based on Miercom’s review of Unified Threat Management 
solutions, the SonicWALL NSA E7500 is awarded Performance 
Verified in the 2009 Miercom Unified Threat Management Industry 
Assessment. 
In the opinion of Miercom, these features support the award:     

• Complete UTM solution is 30% more effective than 
competitive products  

• Comprehensive security provisioning; provides full line rate 
network protection in distributed environments 

• Easy creation and configuration of policies and rules; rapid 
deployment of security solution 

SonicWALL 
1143 Borregas Ave. 

Sunnyvale, CA 94089 
1 888.557.6642 Toll-Free 

1 408.745.9600 
www.sonicwall.com 
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