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vaya's latest unified communication suite of products was 
tested for both its function and survivability. The company
has produced a high-quality portfolio of IP PBX UC  
ents that, based on the company's long history as a 

telephony leader, can bring its enterprise customers closer to truly 
complete unified communication. 
 
A powerful new high-reliability communication server, the S8730
was introduced in January 2008. The unit features improved
memory utilization and provides a higher level of resiliency than the 
S8720XL server it replaces. The new platform features RAID Level 
1 controllers and dual power supplies. 
 
The new server proved its reliability during our testing. Despite 
repeated attempts to trip it up by purposely disconnecting power,
disabling drives and severing network links, the S8730s effortlessly 
bounced back as designed.  
 
Communication survivability was further augmented by the 
availability of co-resident SIP Enablement Service (SES) on Avaya
S8300/S8400 blade servers. When these are embedded into a 
media gateway, SIP functionality remains intact even if the main 
communication server is completely removed. 
 

The Avaya S8730 as tested, with dual power and RAID Level 1 controllers, is  
at the heart of the Avaya UC solution for survivability and resiliency. 
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Avaya S8730 Communications Server and Communication Manager 5.1 are Rated Best Survivability for
Large Enterprise UC Solution in the 2008 Miercom Unified Communications Industry Study 



  
Avaya UC Suite Configuration as Reviewed 
   

How We Did It 
We conducted this review looking at six areas including Features & Functionality, Integration, Reliability, Management & 
Monitoring, as well as Security & Performance. 
 
Testing was conducted for a network topology consisting of a main office and three branch office locations.  The four-site 
deployment was specified to support up to 2,500 aggregate users with 2,000 equipped with full voice messaging and unified 
communications capability.  We included full redundancy for server components at the main office and three branch office 
locations.   
 
The main office network infrastructure utilized a 100 Mbps Ethernet POE-enabled network using an Avaya C364T-PWR.  The 
branch offices were connected by different routed VLAN networks. Client endpoint compatibility between Avaya’s IM and 
presence applications to both IBM Lotus Sametime and Microsoft’s Office Communicator were verified. Functional tests of 
presence status and Avaya’s own instant messaging application were conducted, as were H.323 to SIP endpoint  verification 
tests and verifications that latency and voice quality were within acceptable standards for voice. 
 
These tests, as well as SIP signaling analysis and verification of traffic encryption, were done with the ClearSight Analyzer from 
ClearSight Networks (www.clearsightnet.com). SIP traffic load tests, which emulated endpoints, were conducted using the 
Empirix (www.empirix.com) Hammer Transport and Touchstone’s (www.touchstone-inc.com) WinSIP.  
 
Security scans including open port scans, protocol interaction with mutated traffic, common vulnerability exploit tests, denial of 
service and SIP server torture tests were conducted using Miercom’s own testing suite combined with a Mu Dynamics 
(www.MuDynamics.com) Mu-4000 Security Analyzer. 
 
The vulnerability scans were run first to provide information that could be used in a subsequent compound or complex attack.  
We did not utilize network countermeasures in the network itself, a firewall or UTM product for example, as we wished to 
exercise the inherent security of each of the UC components. 
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Communication Manager 5.1 
 
Avaya's Enterprise Linux-based IP PBX software 
platform, Communication Manager 5.1, includes 
more SIP features than prior versions and also 
offers enhanced continuity capabilities including 
SIP trunk alternate routing and survivable call 
detail records (CDRs). Version 5.1 has several 
improvements, such as a new ability to forward 
external syslog data. 
 
Communication Manager is Avaya's flagship IP 
telephony software product and, as such, 
contains more than 700 call processing 
capabilities, video, mobility features and contact 
center applications. 
 
The SIP augmentation in Communication 
Manager includes the platform's ability to reduce 
hardware requirements and bring more features 
to contact centers and SIP-based telephones. 
 
Many of Avaya's recent efforts focused on 
providing more cost-effective SIP-based UC 
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options to small and mid-market companies and
remote offices. Toward that end, Communication
Manager 5.1 and SIP Enablement Services (SES)
5.0 can now be co-located on S8300C
communication servers. These blades can be
embedded in Avaya's media gateways to provide
full SIP operation without incurring the cost of a
full-scale communication server such as the new 
top-of-the-line S8730. 
 
The latest versions of CM and SES bring more
mobility features to SIP-based endpoints. Testing 
confirmed that users could log onto any SIP
phones on the network and have the devices 
provide them with the same personalized features.
 

Servers and Gateways 
 
In our tests, Communication Manager 5.1 was
running on two S8730 servers. The new server
came equipped with RAID level 1 controllers and
an optional second power supply.   

 

 

 
 
This sample enterprise 
configuration, from 
Avaya, depicts a twin 
datacenter-based UC 
platform with six levels 
of failure resiliency. 
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This built-in redundancy was verified when we 
tested failover reliability by cutting power to the 
servers. Power was disconnected one server at 
a time and then to both units. Power interruption 
to the individual S8730s had no effect on 
connectivity as the backup server instantly 
assumed the disabled unit's functions. 
 
However, the true strength of Avaya's 
architecture was proven when the plugs were 
pulled on both S8730s. Because our test 
network included the S8300C communication 
servers – with Communication Manager installed 
– embedded in the G650 media gateway, the 
loss of the main servers did not bring down the 
IPBX functionality. 
 
This drastic loss of power also failed to halt the 
remote operation. When both S8730s were 
disabled, the remote G450 media gateway was 
able to keep communication intact because it 
also was equipped with an embedded S8300 
with Communication Manager.  
 
To test system failover during periods of 
networking malfunction not related to power 
loss, switches connecting the S8730 to the 
media gateways were pulled. Functionality was 
restored in about three-and-a-half minutes as 
the S8300 servers sprung to action. 
 
The failover is an adjustable feature designed to 
give the main servers time to recover without 
forcing the network to use the remote servers. 
This prevents unnecessary flip-flopping of 
servers. New calls couldn't be made during the 
switchover, but existing calls stayed intact. 
 
Bandwidth Monitoring 
 
Bandwidth issues can be just as deadly to an IP 
PBX as power outages and network disconnects. 
The Communication Manager uses what Avaya 
calls "Call Admission Control" to monitor 
bandwidth between remote installations and 
corporate headquarters. 
 
When a G450 media gateway reports bandwidth 
shortages, Communication Manager enables the 
gateway to use the public switched telephone 
network (PSTN) to route calls. While call 
connectivity with the main enterprise is 
maintained and the remote branch continues to 
have Communication Manager features, the 
media gateway cannot control the PBX. 
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Additional Servers 
 
A typical enterprise UC installation from Avaya
involves quite a few back-end devices. The
tested system had nine servers in operation. 
 
In addition to the S8730 and the G650, there
were servers running the Intelligent Presence
Server (IPS), the Application Enablement
Services Server (AES), the Modular Messaging
Server, Avaya one-X Mobile Server, Avaya one-
X Portal Server, Avaya one-X Speech Server
and the SES Server. 
 
The use of all these individual components is
part-and-parcel of Avaya's approach to UC. The
company offers a large catalog of bits and
pieces that can be mixed and matched to
custom-fit an enterprise's business needs.  
 
The mixing and matching doesn't end in the data
center as Avaya also offers a large menu of
phones and other user interfaces. 
 

Interfaces and Endpoints 
 
We tested four pieces of the comprehensive
Avaya UC endpoint catalog, all branded as part
of the "one-X" product family: Avaya one-X
Communicator, Avaya one-X Portal, Avaya one-
X Mobile client and the Avaya one-X Deskphone
9600 series. As part of this evaluation, Avaya
one-X Speech was also tested. 
 
Avaya one-X Communicator 
 
Avaya one-X Communicator is a softphone that
can operate independently or be integrated into
other applications including Microsoft Office
Communications Server (OCS) and Citrix
Presentation Server. The version tested hooked
into OCS to provide instant messaging (IM). 
 
Avaya one-X Communicator presented nearly
instant updates on user availability changes.
The application derives this data from the IPS
which tracks, maintains and advertises user
presence information even when users are not
logged into a specific application. 
 
Avaya one-X Communicator provided many UC
functions including email, conference bridge
integration, directories, contact history,
voice/video calling, visual voicemail and visual
voice/video conferencing. 
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Avaya one-X 
Mobile, displayed 
on an Apple 
iPhone, allows 
for rule-based 
call-blocking and 
forwarding. The 
changes remain 
in effect even if 
the device is 
turned off. 

 

Avaya one-X Portal 
 

A Web-based application, Avaya one-X Portal 
brings to any device with a browser and an 
Internet connection access to UC functions, 
including telephony, conferencing and 
messaging window. 
 

 

 
 
 
 
 
 
 
The portal was tested with a Windows XP-based 
notebook running Internet Explorer 7 and an 
Apple notebook running Safari. Linux based PCs 
running Firefox are also supported. The 
interface remained the same on both browsers. 
Access to communication applications including 
email and IM worked seamlessly. Presence 
information was displayed and changes in user 
availability were revealed on the unit with little or 
no delay. 
 
24x7 logs were available and could be used for 
one-click dialing, initiation of conference calls 
and call transfers. The application accurately 
displayed the names on the conference call and 
offered the ability to mute any of them. 

Avaya one-X Portal tells who is present 
for communication and indicates – with a 
red x – the communication methods that 
are unavailable. 
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Avaya one-X Mobile 
 
Avaya's mobile UC client is designed to work on 
more than 200 types of mobile devices. Software 
clients exist for Symbian, Windows Mobile, 
Blackberry, Palm, Java and iPhone. 
  
Avaya describes Avaya one-X Mobile as being 
an application that can turn a worker's mobile 
device into a "personal remote control" allowing 
work-related calls to ring wherever they choose. 
While Avaya one-X Mobile does not provide 
integrated email access, presence and  
messaging capabilities, our test showed it did 
live up to Avaya's description.  
 
Evaluated on the Blackberry Curve, the 
Blackberry 8700 and other devices, Avaya one-X 
Mobile offered a good assortment of convenient 
telephony options. It provided easy access to 
visual voicemail, the corporate directory and VIP 
lists of important contacts.  
 
Importantly, an Avaya one-X Mobile user can 
maintain his work identity while out of the office 
as the caller ID information, sent when returning 
business calls, can be set to provide the office 
phone number instead of the mobile account's. 
Additionally, the client can route calls to office 
voicemail instead of the wireless voicemail. 
Using the office VoIP network for overseas 
calling, instead of the wireless carrier, can save  
money by avoiding the additional charges . 
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Acting as mobile extensions of the office
desktop, devices running Avaya one-X Mobile
allowed us to take messages, have them stay in
the Avaya voicemail system or be routed back to
the attendant. 
 
Avaya one-X Speech  
 
Using voice-activated commands available
through Avaya one-X Speech, we were able to
access Communication Manager 5.1 features
from any phone, anywhere, by speaking
common phrases, such as "go to voicemail." 
 
The Avaya one-X Speech server can access the
Microsoft Outlook calendar and, prompted by a
voice command, schedule meetings and send
reminders. Integration with IBM Lotus Notes is
also supported.  An unlimited number of calls or
tasks can be performed with just one log in
session. It accurately placed calls and provided
access to voice mail, email, email attachments,
calendar and task information. 
 
Avaya one-X Deskphone 9640/9650 
 
A wide variety of IP phones are offered, enough
to meet most business needs. Tested were the
top-of-the-line 9640 and 9650 models. The latest
Communication Manager upgrades push to the
phones more SIP features than ever. 
 
The 9600-series phones can be customized both
aesthetically, with removable faceplates, as well
as operationally with custom-designed
interfaces. SIP R2.0 brings security
enhancements such as SRTP and TLS and they
also work with H.323. 
 
While the phones' high-resolution displays are
not touch-screens, the endpoints do have
softkeys that provided "one touch" access to
heavily-used features including IM. The 9640G
comes with a Gigabit Ethernet port. 
 
The units use the G.722 codec for wideband
audio and provided excellent sound quality. 
 
When used with Communication Manager 5.1,
the 9600 series phones can support up to three
SBM 24 button expansion modules. 
opyright © 2008 Miercom            Enterprise Unified C
System Management 
 
Management of Avaya's UC components is 
conducted through the Avaya Integration 
Management System, a Web accessible portal 
that offers device managers, network 
management and provisioning applications. 
 
The management toolset was found to be 
comprehensive and easy to use. It provided 
good drill-down capability for finding problems 
throughout the UC network and making 
adjustments and repairs.  
 

Conclusion 
 
Looking into the Avaya UC catalog can be 
daunting. The pioneer telephone company’s 
catalog of UC components, both software and 
hardware, is extensive, especially on the 
enterprise IP PBX level. We strongly recommend 
the use of value-added resellers who can 
custom design Avaya UC systems to suit the 
various business needs that may be the most 
beneficial for a  specific purpose. 
 
Avaya bundles its software in Unified 
Communications Editions and earlier this year 
introduced a series of integrated solutions to 
help customers apply the portfolio to address 
specific business challenges such as: 
teleworkers, home agents, mobile workers, UC 
for small business, retail stores and branch 
banking. 
 
Since Avaya has a sizeable base of customers 
using legacy systems, it supports and works to 
help them migrate from TDM-based PBX 
components to SIP-based IP PBX systems.  
 
For this evaluation, we focused on the resiliency, 
security and survivability of a typical Avaya 
installation. The resiliency features built into the 
new S8730 server, combined with the co-
resident SIP on the S8300 blade servers, easily 
weathered purposeful network and power 
disconnects.  
 
The system also proved to be highly immune to 
our battery of attempted security breaches, 
demonstrating that communication, the most 
important part of UC, will continue even in less-
than-ideal conditions. 
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Miercom Rated Best 
Avaya S8730 Communications Server and Communication Manager 
5.1 are Rated Best Survivability for Large Enterprise UC Solution in the 
2008 Miercom Unified Communications Industry Study. 
 
Based on hands-on evaluation of Avaya's IP PBX Unified 
Communications solutions, Miercom attests to the products' 
performance capabilities, particularly their resiliency, resistance to 
security breaches and survivability. 
 
Additionally, after working with many Avaya one-X endpoints and 
interfaces, Miercom confirms these components provide advanced UC 
features and functions that can enhance communication and thereby 
increase business productivity.  
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Miercom is a leading, independent product test center with 
hundreds of its product-comparison analyses published over 
the years in leading network trade periodicals. Our reports 
regularly appear in Internet Telephony, Network World, 
Business Communications Review - NoJitter, Communications 
News, xchange and other publications. 
 
The company, founded in 1988, has pioneered the 
assessment of networking hardware and software. We employ 
our own proprietary methodologies for testing products from 
enterprise class VoIP gateways and IP PBX’s to carrier grade 
switching equipment. Miercom’s private test services include 
competitive product analyses as well as individual product 
evaluations. 
 
Miercom features comprehensive certification and test 
programs including Certified Reliable, Certified Secure and 
Certified Green. Products may also be evaluated under the 
NetWORKS As Advertised program, in which networking-
related products must pass a comprehensive, independent 
assessment of their usability and performance as compared to 
advertised specifications. 
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