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Making Business Dollars ... and Sense

It's the difference between raw data, and information. The Miercom
Business Decision Series combines the results of our hands-on testing,
with insight on how particular features can positively impact the business
bottom line. This report details some of the clear business advantages that
the Cisco Catalyst 2960X, 2960XR, 3650 and 3850 switches offer.

The Cisco Catalyst switches are an enterprise access switch — ideal for
branch-office deployments.

Models in this versatile switch series deliver a spectrum of capabilities:
« Up to 48 switch ports (10/100/1000BaseT); up to four integral
10GE uplinks.
Power-over-Ethernet (PoE) and PoE+ support.
Integral wireless support and wireless controller.
License feature sets for L2 and full L3 — IPv4, IPv6.
Stacking of multiple switches, which then act as a single
logical switch.
 Plus a gamut of management, security and ease-of-use features.
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Miercom engineers validated these features and then collaborated with
Cisco in ascertaining how they yield tangible business benefits to users.
These benefits — business outcomes, if you will — are detailed in this report,
grouped into two areas:

1. Securing your business. Cisco switches have integral packet-
capture and analysis, flow collector, and Stealthwatch. It is a
powerful combination for detecting security threats and protecting
your business.

2. Centralized control. Cisco has a well-integrated management
system, our engineers found. Defining policies — such as security
—is done once via Stealthwatch, and users can readily access and
switch between the two.

In this report, we've detailed the most apparent benefits that Cisco
Catalyst 2960X, 2960XR, 3650 and 3850 switch models offer a business.
We think this approach offers an interesting and worthwhile perspective,
answering the question: When you buy a new, leading-edge network
system like the Cisco Catalyst 2960X, 2960XR, 3650 and 3850 with the
Stealthwatch platform, what does it buy you?

Robert Smithers
CEO
Miercom
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Securing your Business
Why Full Net-Flow?

Why this matters?

Almost any attack begins with reconnaissance.
Hackers invariably first run scans — scanning
programs, which systematically probe every host
in your network — to find openings and
vulnerabilities for subsequent attacks.

When network flow is sampled, these
precursors to network attacks may be missed. If
you are serious about security, full netflow is the
way to go. Even if the hacker plans a “zero-day”
attack — that is, a new attack with no known
‘footprint’ or ‘'signature’ — the traffic pattern of

a scan is identifiable.

Netflow Provides

Business Outcome

The Cisco NaaS enables anomalous traffic
detection compared to an established baseline
of network traffic. Cisco NaaS uses unsampled
flexible NetFlow to gain complete visibility of
the network, lowering the risk of undetected
security breaches.

What differentiates the Cisco 2960-X/XR and
3650/3850 switches from other access switches is
the capability to capture full network flows in real
time. This means that they look at every packet
from all flows to collect the NetFlow metadata.
This provides a comprehensive picture of network
behavior to the administrator via a dashboard
which enables quick identification of suspicious
activity. All of this can be accomplished with
export of flow data from the Cisco Catalyst Access
Switch with a minimal impact on switch CPU.
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Securing your Business
Can you protect against Denial-of-Service attack?

Why this matters? Business Outcome
A Denial-of-Service, or DoS, attack is one of the Speed is an essential element required to identify
most common hacker attacks, and among the most and isolate the source of DoS attacks to minimize
disruptive. The attacker launches an overload of disruption of business operations.

traffic that can overwhelm, isolate or even crash a

B ahioct or network device. Naas, utilizing Flexible NetFlow and

Stealthwatch, quickly identifies the offending
Identifying the source and type of attack are key to source for remediation. This provides improved
remediating the attack. protection of IT resources and business data from
disruptive attacks.

Tools available to users — including Cisco Flexible
NetFlow and Stealthwatch — readily identify a
likely DoS attack and their source. The user can
drill down to confirm the nature of the attack, and
then apply necessary corrective actions.

Who is Attacking?

Using data provided by Cisco Flexible NetFlow, this Stealthwatch graph shows a spike of outbound traffic —
the possible footprint of an endpoint attempting a possible DoS attack. The source is easily identified and
can be addressed by network administrators.
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Flexible NetFlow on Catalyst 2960 and 3650/3850 enables monitoring of all traffic through the switch, to
determine problem flows — in this case an overwhelming amount of data from a single source. NetFlow
captures such flows and forwards them to Stealthwatch. Stealthwatch looks for patterns where there is a large
increase in the percentage of inbound traffic coming from one or more sources. Customizable alarms and
notifications can be generated by the administrator.
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Securing your Business

Can you identify abnormal behavior?

Why this matters? Business Outcome

The ‘baseline’ traffic on a network is fairly consistent
and predictable under ‘normal’ conditions, in

terms of the number of communicating nodes, the
applications, the protocols and traffic levels.

Being alerted when unusual traffic volumes or
patterns occur is a crucial first step in detecting and
averting a possible attack.

Abnormal is suspect

Improves protection of business data by
detecting and analyzing unusual and suspicious
network activity.

Cisco Flexible NetFlow an integral capability
within the Cisco Catalyst 3650 can be enabled to
collect the statistics of the traffic that is abnormal
and forward it to Stealthwatch for further analysis
and, if appropriate, alarm response.

Abnormal network activity is spotted on Stealthwatch with the data that is being collected via Full NetFlow on
the Catalyst 2960X, 2960XR, 3650 and 3850 switches. Accurate identification of abnormal network behavior
requires differentiation of endpoints — groups of servers or employee workstations must be divided into
groups and observe policies specific to that group. Proper customization of a group'’s policy eliminates false

positives, thus saving time for administrators.

Stealthwatch allows the administrators to assign endpoints to specific groups with an individual group policy.
The image below shows the configuration that will trigger an employee workstation policy violation when
network activity deviates from the endpoint behavioral baseline by a margin greater than 50%, or traffic
volume exceeds the limit of 200 Megabytes per 24-hour timespan. The activity baselines are created through

analysis of each endpoint’s network history.
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Securing your Business
Is someone stealing your data?

Why this matters? Business Outcome
Some call it “Data Exfiltration” — the looting of a Improves protection of business data by spotting
company’s data, whether it is customer lists, large data downloads over the network.

secure credit-card records, or proprietary design or

R Silict files This transfer of data could be detected with the

implementation of Full NetFlow on the Cisco

This can be perpetrated by a cable connected switches. Also, it is possible that the breach could
client but also, increasingly, via wireless access. The have been noticed before the data was removed
ability to spot excessive download of data files, over from the network. This capability is a necessity for
wireless or wired connections, helps safeguard data. any administrator that is hosting sensitive data.

Trust is essential to maintain relationships in the
business world. The loss of client data equates

to a loss of trust. The most news-worthy of data
exfiltration events includes Target, The Home Depot,
and even the Federal Government.

Cisco Flexible NetFlow, an integral capability
within the Cisco Catalyst 3650, can be enabled to
collect the statistics of the traffic that is abnormal
and forward it to Stealthwatch for analysis,
detection and, if appropriate, alarm response.

Proactively Monitor Traffic

Most data thefts happen in large volumes and over a longer duration. NetFlow analysis can detect if a user

is uploading or downloading more data internally than the user would normally do. This can be a signal to
the security administrator to look at the forensic flow data contained in the analyzer to see who that host has
talked to and how they were talking.

Flexible NetFlow can easily flag excessive file downloads. The resulting data hoarding alarm, seen below in
red, can be caused by a host compiling excessive amounts of data from various points in a network.
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Source: Miercom, November 2016
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Centralized Control

Simplified troubleshooting through remote diagnosis

Why this matters?

Protocol analyzers, for packet capture and deep
packet inspection, are key to diagnosing network
problems. These devices often require on-premise
use by network administrators.

The ability to remotely access this function means
a problem or threat can be diagnosed faster,
without having to be physically on the remote site
where the switch resides.
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Save time with the capability to hone in on
potential threats and determine activity patterns.
A host's activity can be viewed in a summary as
shown below.

This summary outlines the host activity and
violations for quick analysis via a network
administrator.
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Remote Diagnosis
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Every administrator has their basic checks and tools to help identify issues, and the data provided and
displayed in Stealthwatch can become a first step in this process. The capability of Stealthwatch all starts
with getting the proper information. The Cisco Catalyst switches with full NetFlow provide the required
foundation. The flow collector removes duplicates of flow data and consolidates it for Stealthwatch to
analyze. When a policy is broken, the user can drill down to the most relevant information. The administrator
can determine key details like source and destinations, the user associated with the issue, the magnitude of
the violation, and the frequency of host violations. The administrator can view the “points” assigned to an
event. Each point is a tally toward a violation. For example, with an endpoint policy configured to 100k points
has a violation with 3.78G observed points, this raises a red flag to the administrator. The administrator can

then drill down further to investigate the issue.
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Centralized Control
Quarantine Capabilities

Why this matters?

When a user is identified as a potential threat, it is
important to act immediately. The Catalyst 2000 in
combination with a Catalyst 3000 switch has the
capability to put endpoints in quarantine. These
users will have access to the quarantine group

that is configured in Cisco’s ISE. This group can

be configured to restrict all access external to the
quarantine group, effectively isolating the end point
until the threat can be identified and remediated.

Centralized Policy Setting

Business Outcome

Agility through simplicity; Cisco's scalable Identity
Services Engine (ISE) provides a central point

for defining security and QoS policies, and
enforcement across the network.

Using feedback from the switch and the
Stealthwatch interface, network policy offenders
can be quickly isolated from the network to
immediately minimize possible security concerns.
Quarantine of a user from the rest of the network
can be enacted and removed through the click of
a button in Stealthwatch.

The interface for defining groups for security and QoS restrictions is shown. Different settings were applied
to an employee in an employee group and to a contractor in a contractor group, and were verified for their
proper and consistent application across wired and wireless networks

Cisco® StealthWatch
Identity Services Engine Management Console
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Quarantine Unquarantine

We defined a sample user, “Andy”, via the Cisco ISE. The employee was given access to all services and
websites. At the time of client login, the Catalyst 3850 (or 3650) switch downloads the policies from ISE and

applies them to the user groups.

The user was then quarantined by the administrator when an attempt to access the internet was made. The
updated user group policy was pulled from ISE and access was subequentially denied. This capability is called
Network as an Enforcer and allows the network to isolate and remediate threats.
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About this Miercom Testing

This testing and report was sponsored by Cisco Systems. The data was verified completely and
independently by Miercom’s own lab-test engineers.

Miercom has published hundreds of network-product-comparison analyses in leading trade
periodicals and other publications. Miercom'’s reputation as the leading, independent product test
center is undisputed.

Private test services available from Miercom include competitive product analyses, as well as
individual product evaluations. Miercom features comprehensive certification and test programs
including: Certified Interoperable, Certified Reliable, Certified Secure and Certified Green.
Products may also be evaluated under the Performance Verified program, the industry’s most

thorough and trusted assessment for product usability and performance.

Use of This Report

Every effort was made to ensure the accuracy of the data contained in this report but errors and/
or oversights can occur. The information documented in this report may also rely on various

test tools, the accuracy of which is beyond our control. Furthermore, the document relies on
representations by vendors that were reasonably verified by Miercom but beyond our control to
verify to 100 percent certainty.

This document is provided “as is,” by Miercom and gives no warranty, representation or
undertaking, whether express or implied, and accepts no legal responsibility, whether direct or
indirect, for the accuracy, completeness, usefulness or suitability of any information contained in
this report.

No part of any document may be reproduced, in whole or in part, without the specific written
permission of Miercom or Cisco Systems. All trademarks used in the document are owned by
their respective owners. You, the reader, agree not to use any trademark in or as the whole or
part of your own document in connection with any activities, products or services which are
not ours, or in a manner which may be confusing, misleading or deceptive or in a manner that
disparages Miercom or our information, projects or developments.
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